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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

[1]
European Union Council Resolution on the Lawful Interception of Telecommunications (17. January 1995)

[2]
ETR 331: "Definition of User Requirements for Lawful Interception of Telecommunications; Requirements of the Law Enforcement Agencies".

[3]
ES 201 158: "Lawful Interception; Requirements for network functions".

[4]
ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[5]
GSM 01.33: "Lawful Interception requirements for GSM".

[6]
GSM 02.33:" Lawful Interception - stage 1".

[7]
GSM 03.33: "Lawful Interception - stage 2".

[8]
J-STD-025-A, "Lawfully Authorised Electronic Surveillance".

5.2.1.3
Security of processes

The intercept function shall only be accessible by authorised personnel.

To be effective, interception must take place without the knowledge of either party to the communication. Therefore, decryption must also take place without either party being aware that it is happening.

No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target. Authentication, encryption, audits, log files and other mechanisms may be used to maintain security in the system. Audit procedures should be capable of keeping accurate logs of administration commands.

NWOs/APs/SvPs shall ensure that its equipment, facilities, or services that provide a customer or subscriber with the ability to originate, terminate, or direct communications are capable of facilitating authorized communications interceptions and access to intercept related information unobtrusively and with a minimum of interference with any subscriber's telecommunications service and in a manner that protects: 
 (A) the privacy and security of communications and intercept related information not authorized to be intercepted; and

 (B) information regarding the LEA’s interception of communications and access to intercept related information.
A NWOs/APs/SvPs shall not be responsible for decrypting, or ensuring the LEA’s ability to decrypt, any communication encrypted by a subscriber or customer, unless the encryption was provided by the carrier and the carrier possesses the information necessary to decrypt the communication.

5.6
Minimum service requirements

Quality of service, capacity, integrity, and reliability are the subject of bilateral agreement between the relevant authorities and the 3GMS operator. The QoS towards the delivery function provided by the network must be at least that the network provides to the target.
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