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ES 201 671: "Handover Interface for the lawful interception of telecommunications traffic".

[5]
GSM 01.33: "Lawful Interception requirements for GSM".

[6]
GSM 02.33:" Lawful Interception - stage 1".
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5.2.1.3
Security of processes

The intercept function shall only be accessible by authorised personnel.

To be effective, interception must take place without the knowledge of either party to the communication. Therefore, decryption must also take place without either party being aware that it is happening.

No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target. Authentication, encryption, audits, log files and other mechanisms may be used to maintain security in the system. Audit procedures should be capable of keeping accurate logs of administration commands.
The interception functions shall be implemented in such a manner that:

· the interception subject and his correspondents can not know that a lawful interception is active;

· during the intercepted communication itself the quality of the communication shall remain the same as usual and the service shall be unchanged, including all supplementary services such as call forwarding, etc.;

· when there is no intercepted communication the quality of the communication shall remain the same as usual and the service shall be unchanged, such that there is no modification to services supplied or information received either by the interception subject or by some other party.

Only specifically authorized personnel should be able to control interception.

For prevention of unauthorized administration, as well as unauthorized use, appropriate security features are necessary.

A security management system should be established.

There should be physical and logical access controls.

Any necessary keys, passwords and user identifications for the authorization and the logical access to the Interception function should be securely stored.

Any transmission of passwords and user identifications for access to interception functions should be secure. 

Physical interfaces should be secured mechanically and/or logically against unauthorized use.
The network operator, access provider or service provider shall, in relation to each target service:

a)    remove any service coding or encryption which has been applied to the content of communication (i.e. en clair) and the intercept related information at the instigation of the network operator or service provider;

NOTE 1: If coding/encryption cannot be removed through means, which are available in the network or service for the given communication, the receiving agencies should be provided with keys etc. to access the information en clair, cf next clause.

b)    provide the LEA with any other decryption keys whose uses include encryption of the content of communication, where such keys are available for NWO/SvP/AP;
5.7 Security Aspects
A secure communication channel has the following properties:
· Confidentiality;
· Integrity;

· Authentication;

· Availability.
Confidentiality means that it is impossible to interpret the data by eavesdropping on the communication link.

Integrity means that any alteration or mutilation of the transported data is immediately detected.
Authentication means that the communicating parties have verified and confirmed each other's identities.

Availability means that the communicating parties have made agreements about up- and downtimes of the systems. 
In case of irregularities, alarm messages should be sent through another communication channel. Because of the nature of the transported data, confidentiality can be an issue. Lawful Intercepted data can also be confidential or secret by law and appropriate measures need to be taken to prevent eavesdropping by unauthorized third parties.
5.7.1 Security Mechanisms

This clause will give an overview of possible mechanisms to achieve the properties as described above. 
Technical details are to be decided during the process of implementation.

Confidentiality can be achieved by using encryption. A common technique is to use a symmetric encryption algorithm.

A symmetric algorithm is an algorithm where both communicating parties use the same key for encryption and decryption. This key must be exchanged in a secure way.

Integrity can be achieved using hashing algorithms. These algorithms generate a unique fingerprint of the transported data. When the transported data is altered, the fingerprint does not match anymore and appropriate actions can be undertaken (like retransmission of data).

Authentication can be achieved using cryptographic techniques. A common technique is to use asymmetric encryption.

In this technique, both parties have two keys: A public key and a private key. Data encrypted with one key can only be deciphered with the other. If party X encrypts something using the public key of party Y then party Y is the only one able to decrypt this data using his private key. If party X encrypts something using his private key then this data can only be deciphered using his public key. By combining these properties, both parties can make sure that they are communicating with the right party.
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