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Introduction:

During the Aspen meeting, it has been agreed to define a dynamic Lawful Interception (LI) correlation header for delivery of intercepted packets via the HI3 interface but there were no consensus concerning the way to define and to encode information. 

For this purpose, two candidates are discussed: ASN.1 and standardised encoding rules (i.e. BER) or specific (new) syntax definition and specific (new) encoding rules (called 'specific TLV' afterward).

First part of the document lists reasons specific to 33.108 in favour of ASN.1 instead of specific TLV.

Second part gives some general reasons for using ASN.1 and standardised encoding rules instead of specific TLV (this second part is extracted from O. Dubuisson's
 ASN.1 web site
).

Why to choose ASN.1 for describing Lawful Interception correlation header carried over HI3 interface ?

For Handover Interfaces (HI) consistency
Purpose of LI correlation header is to correlate information received on HI2 and HI3 interfaces at the LEMF level. 

To avoid mismatch between HI2 and HI3 correlation information, this HI3 correlation information should be described and encoded in the same way as for HI2: in ASN.1.

By the way, HI3 correlation information could be defined importing ASN.1 definition done for HI2 giving an absolute guarantee about the unity of the definition.

For re-usability and universality

3GPP SA3 LI has the opportunity to define a generic LI correlation header for packet switched networks. 

Use of ASN.1 is, without any discussion, more appropriate than a specific TLV to reach this goal (see below).

For HI3 consistency and simplicity
In ES 201 671 v2, two data structures are defined for HI3: one for each delivery mechanism (GLIC and FTP). 

ASN.1 is a good way to come back to a generic correlation information definition used whatever the HI3 delivery mechanism, allowing the re-introduction of a clear distinction between the application layer and presentation layer.

Some general reasons for using standardized encoding rules

1. New encoding rules often have severe bugs in their definition. Such bugs can be very costly because they lead to problems for everyone at development time, or in worse cases after products have been deployed and there is a need to, for example, add new fields to a message in a backward-compatible way.

2. Applications that use new encoding rules typically take longer to implement and deploy, for at the outset there are typically no tools or at best there are primitive tools that support the new encoding rules.

3. Applications that use new encoding rules are typically buggier, due to the lack of well-tested tools (encoders/decoders) that have been in use for a long time, the application either has to cope with doing the encodings and decodings manually, or utilize tools that have not seen as much thorough interoperability tests as tools that have been in use for much longer and more widely.

4. Tools that support new encoding rules typically suffer from interoperability problems, for most often there are not many (or any!)  other tool implementation that can be used in to verify the correctness of the encodings. (E.g., the tool may be able to encode a message

invalidly and decode it without a problem, expecting the invalid encoding, which often is not detected until later when there are other independent tool implementations.)

5. Even when the application appears to be behaving correctly, the problem identified in 4 can mean that it is not until after the application has gone into production and is in customers' hands that the interoperability problems are detected. This can be extremely costly.

6. Companies are typically severely limited for sometimes years in their choice of vendors that make productivity enhancing tools that support the new encoding rules.

7. The cost of deploying the first generation of applications that use new encoding rules is often much greater than if more established encoding rules are used.

Conclusion

For all these reasons, it is recommended that ASN.1 be used for the definition of the new LI correlation header for the HI3 PS part and BER as the encoding rules (the PER encodings rule could be considered in a second step if necessary).
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