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Annex C (normative):
UMTS HI3 Interface
There are two possible methods for delivery of content of communication to the LEMF standardized in this document: 

Editor’s note about comments from the floor: Pierre proposed to revert to GLICv1. Bernd said ULIC would be more informative. Still open. Once fixed, text should be updated accordingly.
-
GPRS/UMTS LI Correlation Header over UDP/TCP  

-
FTP 

C.1
UMTS LI Correlation Header

C.1.1
Introduction

The header and the payload of the communication between the intercepted subscriber and the other party (later called: CC) is duplicated. Delivery function 3 (DF3) or a mediation function (MF) adds a new header (later called: GLIC/ULIC-Header, ) is addedto CC, which makes the CC message. DF3/MF sends the CC message to LEMF.
CC message shall contain only one intercepted packet.
Data packets with the GLIC/ULIC header shall be sent to the LEMF via UDP/IP or TCP/IP.

Editor’s note about comments from the floor: Bernard proposed not to remove the GLIC from 33.108.
C.1.2
Definition of GLIC Header

GLIC header contains the following attributes:

· Correlation Number

· Message Type (a value of 255 is used for HI3-PDU’s).

· Direction

· Sequence Number

· Length

T-PDU contains the intercepted information.
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version (‘0 0 0’)
	‘1’
	Spare ‘1 1‘
	DIR
	‘0’

	2
	
	Message Type (value 255)

	3-4
	
	Length

	5-6
	
	Sequence Number

	7-8
	
	not used (value 0)

	9
	
	not used (value 255)

	10
	
	not used (value 255)

	11
	
	not used (value 255)

	12
	
	not used (value 255)

	13-20
	
	correlation number


Figure C.1: Outline of GLIC header

-
For interception tunneling  the GLIC header shall be used as follows:

-
Version shall be set to 0 to indicate the first version of  GLIC header.

-
DIR indicates the direction of the T-PDU: 


"1" indicating uplink (from observed mobile user) and 


"0" indicating downlink (to observed mobile user).

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [12]).

-
Length shall be the length, in octets, of the signaling message excluding the GLIC header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

-
Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field.

-
Correlation Number consists of two parts:-
GGSN-ID identifies the GGSN which creates the Charging-ID 

Charging-ID is defined in [12] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consist of 8 octets and guarantees a unique identification of the tunnel to the LEA over a long time. The requirements for this identification are similar to that defined for charging in [12], chapter 5.4. Therefore it is proposed to use the Charging-ID,  defined in [12] , chapter 5.4 as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used “seamlessly” for the HI3 interface.
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Figure C.2: Outline of correlation number

The GLIC header is followed by a subsequent payload information element. Only one information element is allowed in a single signaling message. 

	
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1 – 20
	GLIC -Header

	21 –n
	Information Element


Figure C.3: GLIC header followed by the subsequent payload Information Element

The Information Element contains the header and the payload of the communication between the intercepted subscriber and the other party.

C.1.3
Definition of ULIC Header
The actual contents of the ULIC header should depend on the conditions that arise. It is a legislation and/or an implementation issue to define those conditions and actual set of information elements (IE) for each condition.

DF3/MF encodes the CC message depending on the conditions. LEMF decodes the message and discards the IEs of unknown type (if any).

The ULIC header shall contain the following IEs:

· Version

· Direction

· Message Type (a value of 255 is used for HI3-PDU’s).

· Sequence Number

· Length

· Correlation number (as defined in the sub clause 6.1.3)
It is recommended that the DF3/MF should encode into the ULIC header the following IEs. That however shall be an implementation issue.

· Time stamp (conditinal/optional)
· LIID (optional)
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version (‘0 0 1’)
	‘1’
	Spare ‘1 1‘
	DIR
	‘0’

	2
	
	Message Type (value 255)

	3-4
	
	Length

	5
	
	Type of the first IE

	6
	
	Length of the first IE

	7 – k
	
	Value of the first IE

	…
	
	…

	m
	
	Type of the last IE

	m+1
	
	Length of the last IE

	(m+2) – n
	
	Value of the last IE


Figure C.4: Outline of ULIC header

-
For interception tunneling  the ULIC header shall be used as follows:

-
Version shall be set to 1 to indicate the first version of  ULIC header.

-
DIR indicates the direction of the T-PDU: 


"1" indicating uplink (from observed mobile user) and 


"0" indicating downlink (to observed mobile user).

-
Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [12]).

-
Length shall be the length, in octets, of the signaling message. Length contains the length of the header, and the length of the actual CC.
-
Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 is the least significant bit of the sequence number field. Separate sequence numbers should be maintained for uplink and downlink packets.
The ULIC header is followed by a subsequent payload, the actual CC. 

	
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1 – m
	ULIC -Header

	(m+1) – n
	Actual CC


Figure C.5: ULIC header followed by the actual CC

C.1.4
Exceptional Procedure

With GLIC/ULIC over UDP: the delivering node doesn’t take care about any problems at LEMF.

With GLIC/ULIC over TCP : TCP tries to establish a connection to LEMF and resending (buffering in the sending node) of packets is also supported by TCP.

In both cases it might happen that CCgets lost (in case the LEMF or the transit network between MF and LEMF is down for a long time).

C.1.5
Other Considerations

The use of IPsec for this interface is recommended.

The required functions in LEMF are:

-
Collecting and storing of the incoming packets inline with the sequence numbers.

-
Correlating of CC to IRI with the use of the correlation number in the GLIC/ULIC header. 
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