3GPP TS aa.bbb vX.Y.Z (YYYY-MM)
CR page 1

3GPP LI 
Tdoc 0082
Saarbruken August 21-23

CR-Form-v3

CHANGE REQUEST



(

33.107
CR
xxx
(

rev
-
(

Current version:
5.00
(




For HELP on using this form, see bottom of this page or look at the pop-up text over the (
 symbols.



Proposed change affects:
(

(U)SIM

ME/UE

Radio Access Network

Core Network
X



Title:
(

Interaction between LI and QoS




Source:
(

Motorola




Work item code:
(

Security

Date: (

Aug 13, 2001







Category:
(

B

Release: (

REL-5


Use one of the following categories:
F  (essential correction)
A  (corresponds to a correction in an earlier release)
B  (Addition of feature), 
C  (Functional modification of feature)
D  (Editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
Use one of the following releases:
2
(GSM Phase 2)
R96
(Release 1996)
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
REL-4
(Release 4)
REL-5
(Release 5)




Reason for change:
(

3GPP TS 33.107 does not define the transport protocol to be used between the SGSN (GGSN) and DF3.
It also does not consider the QoS class, of the intercepted session, which is used. 

As a consequence, “over reliability” with “poor QoS” may be provided when forwarding real time packets to the LEA (e.g. VOIP RTP packets) using reliable transport protocol (TCP).

On the other hand, insufficient reliability may be provided when forwarding non real time packets (e.g. HTTP) to the LEA using unreliable transport protocol (UDP). Relaying voice packets to LEA using non real time transport protocol prevents it from being able to intercept the call in real time.

Relaying background QoS class packets, such as FTP packets, by using non reliable transport protocol may result in data loss.




Summary of change:
(

The SGSN (GGSN) identifies the QoS type, which applies to the media session of the intercepted user by looking at the PDP context of the session. Subsequently, it uses the same QoS type as intercepted packet by selecting appropriate transport protocol for forwarding it to DF3. It applies the same QoS type when it forwards the packets to LEA. 

The detailed algorithm follows.
The Algorithm/flow:

1. LEA activation: The SGSN receives a request to intercept CC for an MS.

2. PDP context activation: When the MS requests PDP context activation, the QoS negotiation takes place (The SGSN negotiate QoS with the QoS manager and updates the PDP context record of the MS with the QoS negotiated)
3. LI Invocation: When the SGSN identifies CC packets for a given PDP context and identifies the negotiated QoS from its record, it starts selection of transport protocol.

4. Transport protocol selection: Depending on the identified QoS, the SGSN selects transport protocol for delivery of intercepted packets to the LEA. For conversational or streaming QoS class UDP shall be selected while for interactive or background QoS classes TCP shall be selected.

 5. Delivery to LIAN: The SGSN tunnels intercepted packets to the LIAN using the selected transport protocol.

6. Delivery to LEA: The LIAN forwards them to LEA using the same transport protocol. 
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7.2.1
X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the 3G GSN to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity; 

-
correlation number;

-
the target location (if available) or the IAs in case of location dependent interception.
Additional information may be provided as a national option. 

7.2.1.1
Transport protocol for the X3-interface

As an implementation option, the transport protocol used on the X3-interface may be derived by the 3G ICEs from the QoS class used for the PDP session of the intercepted user.

The 3G ICE identifies the QoS class, which applies to the PDP session of the intercepted user, by looking at the PDP context of the session, and may subsequently use the same QoS class when intercepting packets by selecting the appropriate transport protocol for forwarding them to DF3. 
Note: The term “transport” may apply either to the host-to-host layer (UDP or TCP for best effort/reliable delivery respectively) or to the data link layer, i.e. if an implementation provides reliable data-link between the 3G ICE  and DF3 then UDP may always (regardless of the QoS class) be utilized for the host-to-host layer, so as to provide automatically best effort service with built in reliability.
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