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1.
Introduction 

The 3GPP S3 LI is in the process of editing the 33.108 draft document. To have feasible Lawful Interception delivery header/protocol solutions, the different possibilities must be analysed with great care, to enable future proof and technically feasible solutions, while also maintaining maximal backwards compability. Also, protocol reliability must be offered to allow LEMF to be able to interpret the monitored user traffic of the whole interception period, as the LEA requirements state. This document highlights some aspects of the header design, referring also e.g. to the Tdoc S3LI01-116.

2.
Discussion 

To comment the Tdoc S3LI01-116 in a pertinent and constructive way, an objection reason should be given if there is critical commenting. Here 18 objection reasons are listed:

1) As the approved SEC LI minutes note about the ETSI HI standardization mandate owning SEC LI group's Munich meeting voting result about the possibility to making the GLIC v1 version, where bit 5 of octet 1 was double allocated, against the 3GPP and ETSI standards: "The proposal to adopt the draft changes failed."

The GLIC delivery method format option was agreed long ago (year 2000 in ETSI TC SEC).

The Tdoc 116 proposed GLICv1 header octet 1 bit 5 is contradicting technically against all  the 3GPP and ETSI specifications’ tunnelling frame conventions (see appendices of this document). 

Since the original GLIC change proposal (27wgli037) was presented already in the Grimstad meeting 2001-04-03...05 and in the voting decision in the SEC LI May 2001 meeting the GPRS HI3 GLIC changes (as repeated now in August 2001) were not accepted, it would now in Autumn 2001 be even more late and costly to start to change e.g. the year 2000 agreed and implemented and installed LI systems of the operators. If that fixed format would be really needed to be changed to something else, then it would best to abandon fixed formats and use such dynamic format that is enough fast tu endcode and decode. (Asn.1/BER is too slow for the ultra-fast HI3 in UMTS and provides no added value and would anyway be soon stripped again away in the LEMF.)

2) The tunnelling frame octet 1 bit 5 has been reserved in every related 3GPP specification to indicate the PT (Protocol Type). The bit value ‘0’ has years ago been standardized to indicate the GTP' protocol, and the bit value ‘1’ has been 3GPP standardized to indicate the (unacknowledged) GTP protocol type. No new parameter can overlap this bit or the networks become unpredictable, especially as in some Li systems the GSN and the DF may be integrated in a single node and the frames going out to the operator’s backbone could very easily be mixed with the GTP / GTP frames in nodes where the frame redirection to an appropriate handler is determined by this bit.

Therefore it would cause a total mess in 3GPP networks if the agreed protocol indicator would be tampered with (ref: The reservation "for future" in the TDoc "Correlation for PO", which would most severely contradict the 3GPP standards like long ago agreed 3G TS 29.060. (Refer to Appendix A.)

3) The introduction of GLIC v1 would also contradict to the earlier agreed 3G TS 32.015 what comes to the Protocol Type (PT) field (bit 5 of octet 1) usage. (Refer to Appendix B.)

4) The introduction of GLIC v1 would also contradict to the earlier agreed 3G TS 32.215 what comes to the Protocol Type (PT) field (bit 5 of octet 1) usage. (Refer to Appendix C.)
5) The introduction of GLIC v1 would also contradict to the earlier agreed ETSI GSM 12.15 what comes to the Protocol Type (PT) field (bit 5 of octet 1) usage. (Refer to Appendix D.)
6) The introduction of GLIC v1 would also contradict to the earlier agreed ETSI GSM 09.60 what comes to the Protocol Type (PT) field (bit 5 of octet 1) usage. (Refer to Appendix E.)

7) The TDoc S3LI01_116 "GLIC Header Version 1 & Correlation Issues" proposes changes to the already last year standardized GPRS HI3 Information Elements which have been frozen already. The finalization of the GPRS HI3 protocols year (2000) by a completely unanimous TC SEC Plenary decision.

8) The technical matters relating to the already unanimously year 2000 agreed frozen GPRS HI3 and the things related to the still not yet finally ETSI approved GPRS HI2 do not belong to the same category and change proposals to these two very different matureness level documents should not be mixed in one proposal. It must be noted that the draft 33.108 has inherited its material largely from the TC SEC WG LI documents 101 876 v1.1.1 and the new document 201 671 v2.1.1 that is not at this moment ETSI approved and the different GPRS HI3 vs. GPRS HI2 matureness levels should be taken into account before thinking change proposals.

9) The year 2000 unanimously ETSI TC SEC Plenary approved TR 101 876 v1.1.1 (whose contents got copied also to the appendix F of the 201 671 v2.1.1) was a product of a one year's period of hard LI specification work, it would not be consistent to rip open that agreed and frozen document and start again to do changes to the amount or structure of the GPRS HI3 Information Elements, since then anyone else could also demand all the agreed IE structures to be again open for a new specification work year. Furthermore, already by early 2001, over 100 GPRS network deals had been made, basing on the existing status of the approved GPRS specifications, including the frozen GPRS HI3 specifications.

It would cost a huge amount of money to all related parties to start to tamper with the agreed specifications again. If such is needed, then better to move to use solely dynamic structure.

10) But what even more important, the whole “ID Type” parameter is not needed in the version 1, when the LIID is there. This is because for the LIID it is defined (in e.g. the 33.108) that “For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a special lawful interception identifier (LIID), which has been agreed between the LEA and the NWO/AP/SvP.”, and that “If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned, relating to each LEA.”. Therefore the “ID Type” would be a completely redundant field in that context.

11) The document reference addition proposal (to document TS 3GPP 32.015) in S3LI01-116 to the Table C.2 is wrong. The most current document containing the referred information is 32.215 (v4.0.0 at the moment) and that is Release 4 level which is newer than the 32.015 that is R99 level. To avoid constant change need during 33.108 maintenance it is suggested here that the referred document names appear in the References chapter, and like currently is in 33.108 in Table C.2, in the reference point only the reference pointer (such as “[49]”) is mentioned.

12) As in TD 116 there are very long headers, containing mostly dummy octets, long (near 1500 octet ) size payload packets would be fragmented (with bad performance effect). That is against the Ipv6 principle of not fragmenting the packets in routers, therefore such longer-than-GTP-headers are not feasible. (E.g. GTP’ header is only 6 octets there are shorter that GTP headers available too, with possibility to put all payload to dynamic TLV IEs, then optional IEs would not consume any bandwidth if not in use. Also backward compatibility exists then as unknown new IEs that old systems do not understad could just be ignored by the receiver LEMF. GTP’ runs reliably also over the efficient UDP, in addition to other poath protocols like TCP, so performance would not be a problem either.)

It is highly important that the year 2000 agreed GPRS HI3 IE standards can stay as we agreed, enabling us to trust that our one year preparation work for that was not in vain and enabling building confidence to the robustness of the international LI standardization agreement process, os then the evolution is done by existing reliable protocols with future proof (dynamic) IE structure.

3.
Conclusion 

New specifications should be made so that the existing networks with their already 3GPP and ETSI agreed protocol frame identification methods continue to work. 3G network existing standardized delivery protocols should be preferred.

The fixed format encapsulation alternative GTP*/GLIC was introduced in the previous year 2000, after a one year’s thorough design, review and agreement process. If that would be in year 2001 found in some ways incapable to do its intended task, then the question arises that should the encapsulation used in LI in future be always a dynamic format (using only dynamic length Information Elements), to minimize any possible future change effects with?

Then it would look more easy to make upward (and even backward) compatible solutions. Different operator networks and equipment suppliers per one operator network also tend to always have a bit different introduction schedule for any newer network (and also LI) software versions. To make them all co-exist without any trouble, the usually "backward" and normally "forward" compatible dynamic TLV type IE structures would offer maximum flexibility and convenience for the inevitably in parallel co-existing differently aged LI software versions.

List of Appendices fo this Tdoc:

These 3GPP and ETSI standards would be violated if bit 5 of octet 1 would be double allocated for any other use that the tunnelling frames have been agreed to use in 3G and GPRS networking:

Appendix A: Tunnelling frame specification part from 3GPP TS 29.060 v4.1.0 (GTP standard, R4, 2001-06)
Appendix B: GTP’ protocol frame standard in 3GPP TS 32.015 V3.6.0 (2001-06) (R99)
Appendix C: GTP’ protocol frame standard in 3GPP TS 32.215 v4.0.0 (2001-09) Release 4 
Appendix D: GTP’ protocol frame standard in GPRS: ETSI GSM 12.15 v7.6.0 (2000-07) R98: 

Appendix E: GTP protocol frame standard in ETSI GSM 09.60 v7.5.0 (2000-08) 

Appendix A

< This is the tunnelling frame specification part from 3GPP TS 29.060 v4.1.0 (GTP standard, R4, 2001-06) : >

5
Transmission Order and Bit Definitions

The messages in this document shall be transmitted in network octet order starting with octet 1. Where information elements are repeated within a message the order shall be determined by the order of appearance in the table defining the information elements in the message.

The most significant bit of an octet in a GTP message is bit 8. If a value in a GTP message spans several octets and nothing else is stated, the most significant bit is bit 8 of the octet with the lowest number.

6
GTP Header

The GTP header is a variable length header used for both the GTP-C and the GTP-U protocols. The minimum length of the GTP header is 8 bytes. There are three flags that are used to signal the presence of additional optional fields: the PN flag, the S flag and the E flag. The PN flag is used to signal the presence of N-PDU Numbers. The S flag is used to signal the presence of the GTP Sequence Number field. The E flag is used to signal the presence of the Extension Header field, used to enable future extensions of the GTP header defined in this document, without the need to use another version number. If any of these three flags are set, the length of the header is at least 12 octets and the fields corresponding to the flags that are set shall be evaluated by the receiver. The sender shall set all the bits of the unused fields to zero. The receiver shall not evaluate the unused fields.

The GTP-C and the GTP-U use some of the fields in the GTP header differently. The different use of such fields is described in the sections related to GTP-C and to GTP-U.

Always present fields:
-
Version field: This field is used to determine the version of the GTP protocol. For the treatment of other versions, see subclause 11.1.1, "Different GTP versions". The version number shall be set to ‘1’.

-
Protocol Type (PT): This bit is used as a protocol discriminator between GTP (when PT is ‘1’) and GTP’ (when PT is ‘0’). GTP is described in this document and the GTP’ protocol in GSM 12.15. Note that the interpretation of the header fields may be different in GTP’ than in GTP.
-
Extension Header flag (E): This flag indicates the presence of the Next Extension Header field when it is set to ‘1’. When it is set to’ 0’, the Next Extension Header field either is not present or, if present, must not be interpreted.

-
Sequence number flag (S): This flag indicates the presence of the Sequence Number field when it is set to ‘1’. When it is set to ‘0’, the Sequence Number field either is not present or, if present, must not be interpreted. The S flag shall be set to ‘1’ in GTP-C messages and in GTP-U/GTP signalling type of messages.

-
N-PDU Number flag (PN): This flag indicates the presence of the N-PDU Number field when it is set to ‘1’. When it is set to ‘0’, the N-PDU Number field either is not present, or, if present, must not be interpreted. This flag is significant only for GTP-U. As such, this flag is unused by GTP-C and it shall be ignored by a GTP-C receiving entity.

-
Message Type: This field indicates the type of GTP message. The valid values of the message type are defined in subclause 7.1 for both GTP-C and GTP-U.

-
Length: This field indicates the length in octets of the payload, i.e. the rest of the packet following the mandatory part of the GTP header (that is the first 8 octets). The Sequence Number, the N-PDU Number or any Extension headers shall be considered to be part of the payload, i.e. included in the length count.

-
Tunnel Endpoint Identifier (TEID): This field unambiguously identifies a tunnel endpoint in the receiving GTP‑U or GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C (or RANAP, over the Iu) messages.

Optional fields:

-
Sequence Number: This field is an optional field in G -PDUs. It is used as a transaction identity for  signalling messages  having a response message defined for a request message, that is the Sequence Number value is copied from the request to the response message header. In the user plane, an increasing sequence number for T-PDUs is transmitted via GTP-U tunnels, when transmission order must be preserved.

-
N-PDU Number: This field is used at the Inter SGSN Routeing Area Update procedure and some inter-system handover procedures (e.g. between 2G and 3G radio access networks). This field is used to co-ordinate the data transmission for acknowledged mode of communication between the MS and the SGSN. The exact meaning of this field depends upon the scenario. (For example, for GSM/GPRS to GSM/GPRS, the SNDCP N-PDU number is present in this field).

-
Next Extension Header Type: This field defines the type of Extension Header that follows this field in the GTP‑PDU.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	(*)
	E
	S
	PN

	2
	
	Message Type

	3
	
	Length (1st Octet)

	4
	
	Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)1) 4) 

	10
	
	Sequence Number (2nd Octet)1) 4)

	11
	
	N-PDU Number2) 4)

	12
	
	Next Extension Header Type3) 4)


(*) This bit is a spare bit. It shall be sent as ‘0’. The receiver shall not evaluate this bit.

1) This field shall only be evaluated when indicated by the S flag.

2) This field shall only be evaluated when indicated by the PN flag.

3) This field shall only be evaluated when indicated by the E flag.

4) This field shall be present when any one or more of the S, PN and E flags are set.

Figure 2: Outline of the GTP Header

The format of GTP Extension Headers is depicted in Figure 2. The Extension Header Length field specifies the length of the particular Extension header in 4 octets units. The Next Extension Header Type field specifies the type of any Extension Header that may follow a particular Extension Header. If no such Header follows, then the value of the Next Extension Header Type shall be 0.

	Octets      1                                     
	
	Extension Header Length

	2 - m
	
	Extension Header Content

	m+1
	
	Next Extension Header Type (*)


(*) The value of this field is 0 if no other Extension header follows.

Figure 3: Outline of the Extension Header Format 

The length of the Extension header shall be defined in a variable length of 4 octets, i.e. m+1 = n*4 octets, where n is a positive integer. 

Bits 7 and 8 of the Next Extension Header Type define how the recipient shall handle unknown Extension Types. The recipient of an extension header of unknown type but marked as ‘comprehension not required’ for that recipient shall read the ‘Next Extension Header Type’ field (using the Extension Header Length field to identify its location in the GTP-PDU). 

The recipient of an extension header of unknown type but marked as ‘comprehension required’ for that recipient shall:

· If the message with the unknown extension header was a request, send a response message back with CAUSE 
set to "unknown mandatory extension header".

· Send a Supported Extension Headers Notification to the originator of the GTP PDU.

· Log an error.

Bits 7 and 8 of the Next Extension Header Type have the following meaning:

	Bits

8      7
	Meaning

	0       0
	Comprehension of this extension header is not required. An Intermediate Node shall forward it to any Receiver Endpoint

	0       1
	Comprehension of this extension header is not required. An Intermediate Node shall discard the Extension Header Content and not forward it to any Receiver Endpoint. Other extension headers shall be treated independently of this extension header. 

	1       0
	Comprehension of this extension header is required by the Endpoint Receiver but not by an Intermediate Node. An Intermediate Node shall forward the whole field to the Endpoint Receiver.

	1        1
	Comprehension of this header type is required by recipient (either Endpoint Receiver or Intermediate Node)


Figure 4: Definition of bits 7 and 8 of the Extension Header Type

An Endpoint Receiver is the ultimate receiver of the GTP-PDU (e.g. an RNC or the GGSN for the GTP-U plane). An Intermediate Node is a node that handles GTP but is not the ultimate endpoint (e.g. an SGSN for the GTP-U plane traffic between GGSN and RNC).

	Next Extension Header Field Value
	Type of Extension Header

	0000 0000
	No more extension headers

	1100 0000
	PDCP PDU number


Figure 5: Definition of Extension Header Type

Appendix B

<Extract from: 3GPP TS 32.015 V3.6.0 (2001-06) - Technical Specification - 3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging and billing; 3G call and event data for the Packet Switched (PS) domain (Release 1999). This extract defines the GTP’ protocol frame standard.>

7.2
The GTP' charging protocol

This subclause describes the features of the GTP' protocol. For the message types mentioned in subclause 7.3.2 ("Reused GTP message types") of the present document, see also the related subchapters in 3GPP TS 29.060 [22]. 
GTP' is used for GPRS and 3G charging data collection.

7.2.1
Usage of GTP Header in charging

The start of the GTP header defined in 3GPP TS 29.060 [22] is reused. In GTP' messaging only the signalling plane of GTP is partly reused.

Bit 5 of octet 1 of the GTP header is the Protocol Type flag and is '0' if the message is GTP'.
The Version bits indicate the GTP' protocol version when the Protocol Type flag is '0'.

Bit 1 of octet 1 is not used in GTP' (except in v0), and it is '0' in the GTP' header.

The Length indicates the length of payload (number of octets after the GTP' header).

The Sequence Number of the packet is part of the GTP' header.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	Spare ‘ 1 1 1 ‘
	‘ 0 ‘

	2
	
	Message Type

	3 - 4
	
	Length 

	5 - 6
	
	Sequence Number


Figure 12: GTP' header

Appendix C

< This text extract is from 3GPP TS 32.215 v4.0.0 (2001-09) “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Telecom Management; Charging Management;Charging Data Description For The Packet Switched (PS) Domain” (Release 4) : >

7.2
The GTP' charging protocol

This clause describes the features of GTP'. The message types described in clause 7.3.2 ("Reused GTP message types") are also described in the related clauses of 3GPP TS 29.060 [8]. 

7.2.1
Usage of GTP Header in charging

In GTP' messaging only the signalling plane of GTP is partly reused. The GTP’ header is shown in Figure 8.

Bit 5 of octet 1 of the GTP header is the Protocol Type (PT) flag and is '0' if the message is GTP'.
The Version bits indicate the GTP' protocol version when the Protocol Type flag is '0'.

Bit 1 of octet 1 is not used in GTP' (except in v0), and it is marked '0' in the GTP' header. It is in use in GTP’ v0 and distinguishes the used header-length. In the case of GTP’ v0, this bit being marked one (1) indicates the usage of the 6 octets header. If the bit is set to ‘0’ (usually the case) the 20-octet header is used. For all other versions of GTP’ this bit is not used and is set to ‘0’. However, this does not suggest the use of the 20-octet header, rather a shorter 6-octet header.

The Length indicates the length of payload (number of octets after the GTP' header). The Sequence Number of the packet is part of the GTP' header.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	Spare ‘ 1 1 1 ‘
	‘ 0/1‘

	2
	
	Message Type

	3 - 4
	
	Length 

	5 - 6
	
	Sequence Number


Figure 8: GTP' header

Appendix D

< This text extract is from ETSI 101 393 Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); GPRS Charging (GSM 12.15 version 7.6.0 Release 1998)

(2000-07): >

7.2
The GTP' charging protocol

This section describes the necessary enhancements and additional message types to the basic GTP protocol, described in GSM 09.60, for GPRS charging data collection.

7.2.1
Usage of GTP Header in charging

The start of the GTP header defined in GSM 09.60 is reused. In GPRS charging, only the signalling plane of GTP is partly reused.

Bit 5 of octet 1 of the GTP header is the Protocol Type flag and is '0' if the message is GTP'.
The Version bits indicate the GTP' protocol version when the Protocol Type flag is '0'.

Bit 1 of octet 1 is not used in GTP' (except in v0), and it is '0' in the GTP' header.

The Length indicates the length of payload (number of octets after the GTP' header).

The Sequence Number of the packet is part of the GTP' header.

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	Spare ‘ 1 1 1 ‘
	‘ 0 ‘

	2
	
	Message Type

	3 - 4
	
	Length 

	5 - 6
	
	Sequence Number


Figure 12: GTP' header 

Appendix E

< This text extract is from ETSI GSM 09.60 v7.5.0 (2000-08) : >

The GTP header shall be a fixed format 20-octet header used for all GTP messages. 

-
Version bits: If the PT bit is ‘1’ (indicating a GTP message), the Version shall be set to 0 to indicate this, the first version of GTP. For the treatment of other versions, see section 10.1.1, "Different GTP versions".

-
PT (Protocol Type) bit indicates whether the message is a GTP message (when PT is ‘1’) or a GTP’ message (when PT is ‘0’). GTP is described in this document and the GTP’ protocol in GSM 12.15. Note that the interpretation of the header fields may be different in GTP’ than in GTP.
-
Spare ‘1’: These unused bits shall be set to ‘1’ by the sending side and shall not be evaluated by the receiving side. 

-
SNN is a flag indicating if SNDCP N-PDU Number is included or not.

-
Message Type indicates the type of GTP message.

-
Length indicates the length in octets of the GTP message (G-PDU), excluding the GTP header. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 4 is the least significant bit of the length field.

-
Sequence Number is a transaction identity for signalling messages and an increasing sequence number for tunnelled T-PDUs.

-
SNDCP N-PDU Number is used at the Inter SGSN Routeing Area Update procedure to co-ordinate the data transmission between the MS and SGSN.

-
TID is the tunnel identifier that points out MM and PDP contexts (see Figure 3: Tunnel ID (TID) format).

-
The flow label identifies unambiguously a GTP flow. 

All fields in the GTP header shall always be present but the content of the fields differs depending on if the header is used for signalling messages (see the sub-section Usage of the GTP Header in the section Signalling Plane) or T-PDUs (see the sub-section Usage of the GTP Header in the section Transmission Plane).

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	Spare ‘ 1 1 1 ‘
	SNN

	2
	
	Message Type

	3-4
	
	Length

	5-6
	
	Sequence Number

	7-8
	
	Flow Label

	9
	
	SNDCP N-PDULLC Number

	
	
	
	
	
	
	
	
	
	

	10
	
	Spare ‘ 1 1 1 1 1 1 1 1 ‘

	11
	
	 Spare ‘ 1 1 1 1 1 1 1 1 ‘

	12
	
	Spare ‘ 1 1 1 1 1 1 1 1 ‘

	13-20
	
	TID


1) LLC frame number (continued)
Figure 2: Outline of GTP header 
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