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1.
Introduction 

The ETSI TC SEC WG LI is in the process of editing the draft ES 201 671 Ed2 document. For the GPRS HI3 description part, 3GPP S3 LI provided the consultancy work that was submitted for TC SEC WG LI as input and for decision. Since here are some minor amendments for that text, is here suggested that S3 LI would review this and decide if it could submit the amendment proposal as S3 LI input towards the TC SEC WG LI for adoption. (The example base file that was used here: 26wglitd010r1_ES201671_E2_d13.doc.)

A note: The TR 101 876 V1.1.1 (2001-01) Technical Report "Telecommunications security; Lawful Interception (LI); Description of GPRS HI3" is not here proposed to be amended, just the evolution document draft ES 201 671 Ed2 that is under a major revision process.

This can be considered a quite minimal amendment, since:

1) no new octets are proposed to be transferred,

2) no new CC Header or Payload information elements are required,

3) no extra processor commands are needed at the sending entity (DF/MF) and

4) no extra processor commands are required at the receiving entity (LEMF).

The main proposal here is to just fix the values of three 2 octet long identifiers that are anyway sent, to help the operators and LEAs in interoperability testings.

Next, certain editorial text amendments are proposed for typos that have occurred during the editorial phase after TC SEC WG LI approval.

Finally, due to the email discussion after the TC SEC WG LI #26 on LIID length in HI2 and HI3, it is here proposed that the GPRS HI3 LIID length is set in the Information Element table of chapter F.3.2.4.1 “Fields” to be the same as the HI2 LIID length (25 octets), to harmonize the different specification annexes. (In the original TDoc from S3 LI the LIID was Request Identifier, but due to its change to be LIID, the length is also proposed to be aligned.

2.
Proposal’s document history 

 An earlier version (26wglitd22r1) of a different but partly a bit related TDoc was emailed on this list 2001-02-18, with TDoc title "Minor TR 101876v010101p fixes", relating to the TR 101 876 V1.1.1 : "Description of GPRS HI3". It fulfilled in WG LI #26 the TC SEC WG LI #25 agreed AP 102/2001.

Though it got quickly several supporting S3 LI parties, the Chair of TC SEC WG LI requested that such GPRS HI3 related input to be S3 LI endorsed before entering TC SEC WG LI. Anhow, there were then not S3 LI meetings before the TC SEC meeting #26 to get a S3 LI meeting level endorsement.

Additionally, there were in TC SEC WG LI also parties that preferring that the rather new TR 101 876 v1.1.1 would not yet in February 2001 get amendments.

To address all these comments, the proposal was after WG LI #26 mostly rewritten, and is submitted first to S3 LI for approval, for seeking 3GPP S3 LI endorsement to be an S3 LI input to the TC SEC WG LI #27.

Also, the purpose of the proposal was changed. It is now not any more proposed to TR 101 876 V1.1.1, but instead just to an appendix of the evolution document Draft 201 671 Ed2, which is not yet published.

Additionally, as heard from the Alcatel delegate to be beneficial, after WG LI #26 at Les Ulis/Paris, the IE structure is made easier to comprehend, by adding a descriptive picture that explains the hierarchy relations of the different GPRS HI3 Information Elements.

Finally, the e-mail discussion after TC SEC WG LI #26 on LIID in different draft ES 201 671 Ed2 appendices is taken into account and a minor IE length harmonization suggestion is included.

It is wished that the proposed improvements in this TDoc are welcomed as easy and quick to adopt.

3.
Benefits obtained 

1. Faster interoperability testings for the operators and LEAs.

2. More convenient and readable datascope monitoring available for the operating personnel at the DF site and the LEMF site.

3. As all the IEs would now have a defined Type value, then any theoretically possible future change needs to this HI3 IE structure would be possible to address, and any optionalities would be possible also at the 2 higher IE hierarchy (=nesting) levels that are above the normal (non-nested) IEs.

4. New diagnostics become possible for the LEMF, when desired, providing more accurate error diagnostics,   and recovery possibilities.

5. The new picture dercribes the GPRS HI3 IE structure sent over FTP more easily than the text and IE tables could alone do.

6. The editorial text corrections at the end of the TDoc make the Draft ES 201 671 Ed2 more readable.

7. As there are in different appendices of the Draft ES 201 671 Ed2 some different LIID lengths for e.g. HI2 and HI3, it is here seeked to harmonize also that issue.

4.
Proposed change to the evolution document Draft 201 671 Ed2:

F.3.2.4 CC Contents for FTP

F.3.2.4.1 Fields

The logical contents of the CC-header is described here. 

CC-header = (Version, HeaderLength, PayloadLength, PayloadType, PayloadTimeStamp, PayloadDirection, CCSeqNumber, CorrelationNumber, LIID, PrivateExtension).

The Information Element CorrelationNumberforms the means to correlate the IRI and CC of the communication session intercepted.

The first column indicates whether the Information Element referred is Mandatory, Conditional or Optional.

The second column is the Type in decimal.

The third column is the length of the Value in octets.

M
130
2
Version = the version number of the format version to be used. This field has a decimal value, this enables version changes to the format version. The values are allocated according to national conventions.

M
131
2
HeaderLength = Length of the CC-header up to the start of the payload. Length: 2 octets.

M
132
2
PayloadLength = Length of the payload following the CC-header.

M
133
1
PayloadType = Type of the payload, indicating the type of the CC. Type of the payload. This field has a decimal value. The possible PDP Type values can be found in the standards, e.g. 3G TS 29.060 [ 50 ]. The value 255 is reserved for future PDP Types and means: "Other".

O
134
4
PayloadTimeStamp = Payload timestamp according to intercepting node. (Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01 as in e.g. Unix (length: 4 octets).






C
137
1
PayloadDirection = Direction of the payload data. This field has a decimal value 0 if the payload data is going towards the target (i.e. downstream), or 1 if the payload data is being sent from the target (i.e. upstream). If this information is transferred otherwise, e.g. in the protocol header, this field is not required as mandatory. If the direction information is not available otherwise, it is mandatory to include it here in the CC header.






O
141
4
CCSeqNumber = Identifies the sequence number of each CC packet during interception of the target. This field has a 32-bit value. 

M
144
8 or 20
CorrelationNumber. Identifies an intercepted session of the observed target. This can be implemented by using e.g. the Charging Id (4 octets, see TS 3GPP 32.015 [ 49 ]) with the (4-octet/16-octet) Ipv4/Ipv6 address of the PDP context maintaining GGSN node attached after the first 4 octets.




<Possible future parameters are to be allocated between 145 and 250.>

M
251
2
MainElementID = Identifier for the TLV element that encompasses one or more HeaderElement-PayloadElement pairs for intercepted packets.

M
252
2
HeaderElementID = Identifier for the TLV element that encompasses the CC-header of a PayloadElement.

M
253
2
PayloadElementID = Identifier for the TLV element that encompasses one intercepted Payload packet.

O
254
1-25
LIID = Field indicating the LIID as defined in this document. This field has a character string value, e.g. "ABCD123456".

O
255
1-N
PrivateExtension = An optional field. The optional Private Extension contains vendor or LEA or operator specific information. It is described in the document 3G TS 29.060 [ 50 ].

6.2.4.2
Information Element Syntax

The dynamic TypeLengthValue (TLV) format is used for its ease of implementation and good encoding and decoding performance. Subfield sizes: Type = 2 octets, Length = 2 octets and Value = 0…N octets. From Length the T and L subfields are excluded. The Type is different for every different field standardized.

The octets in the Type and Length subfields are ordered in the little-endian order, (i.e. least significant octet first). Any multioctet Value subfield is also to be interpreted as being little-endian ordered (word/double word/long word) when it has a (hexadecimal 2/4/8-octet) numeric value, instead of being specified to have an ASCII character string value. This means that the least significant octet/word/double word is then sent before the more significant octet/word/double word.

TLV encoding: XE "ILC" 

 XE "Identifier-Length-Contents" 

 XE "TLV" 
Type (2 octets)
Length (2 octets)
Value (0-N octets)

TLV encoding can always be applied in a nested fashion for structured values.









T
L
V
T
L
V  TLV   TLV   TLV   TLV










(The small "v" refers to the start of a Value field that has inside it a nested structure.) 

In the following figure the TLV structure for GPRS HI3 transfer is presented for the case that there is just one intercepted packet inside the CC message. (There can be more CC Header IEs and CC Payload IEs in the CC, if there are more intercepted packets in the same CC message.)
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Figure F.1.2 : IE structure of a CC message that contains one intercepted packet
The first octet of the first TLV element will start right after the last octet of the header of the protocol that is being used to carry the CC information.

The first TLV element (i.e. the main TLV IE) comprises the whole dynamic length CC information, i.e. the dynamic length CC header and the dynamic length CC payload. 

Inside the main TLV IE there are at least 2 TLV elements: the Header of the payload and the Payload itself. The Header contains all the ancillary IEs related to the intercepted CC packet. The Payload contains the actual intercepted packet.

There may be more than one intercepted packet in one GPRS HI3 delivery protocol message. If the Value of the main TLV IE is longer than the 2 (first) TLV Information Elements inside it, then it is an indication that there are more than one intercepted packets inside the main TLV IE (i.e. 4 or more TLV IEs in total). The number of TLV IEs in the main TLV IE is always even, since for every intercepted packet there is one TLV IE for header and one TLV IE for payload.
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