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1. Purpose of this contribution:

3GPP has defined a core architecture in R5 that supports real time data transmission intended for streamed applications such as voice and video. ROSE, TCP and FTP do not allow for real time delivery of data since they are much slower protocols than that used by the core network and voice/video over IP users. Intercept protocol delivery requirements need to account for the nature of 3G bearer data. 

As such, Motorola proposes a 3G bearer protocol study to be conducted within S3 LI that addresses the nature of 3G data and the need for real time delivery and reliable transmission. The study should (1) first confirm the need for reliable or real time delivery of bearer data and (2) suggest a menu of protocols to S3 LI. From the results of the study, S3 LI can then make a final selection for a 3GPP R5 bearer delivery mechanism. Motorola recommends that the selection be published into a 3GPP specification as an informative annex, and also be transmitted to TC Sec LI for consideration into ES 201 671, as well as T1P1 for possible North American 3G standards activity. (3) Any limitations with the selected protocols must be clearly identified.

The following contribution substantiates the need for such a study and offers an initial list of mechanisms as input into the workshop. Motorola is not advocating a specific implementation, but rather a study to develop a technically viable solution for a 3G network.

2. The need for a 3G bearer delivery mechanism study:

The study report should include answers to the following:

1. Is there a need for agencies to view intercepted telephony and video as it happens, that is, in real time? Are slower reception rates tolerable?

2. Is there a need for the agency to receive all packets intercepted at the core network, realizing that the targeted mobile will not receive all packets across the air interface anyway? 

3. Which protocols support the answers from these questions.

2.1 3GPP R5 Real Time Data are TCP, FTP and ROSE adequate?

· The 3GPP R99 GSN system is exclusively UDP. It be noted that TCP was removed from the GSN infrastructure for R99. Therefore, the GPRS infrastructure depends upon GTP over UDP for routing packet bearer not only within the core network, but also between PLMNs over the Border GW. The 3GPP R99 infrastructure foresees and supports the potential of real time data delivery. 

· More directly, 3GPP R5 introduces the IM subsystem that is designed to provide real time, multi-media data service. These IM services form the basis for new revenue compared to GPRS R98.  As such, an increasing amount of packet data traffic will include real time and streamed applications. 

· It is common knowledge that UDP is faster than TCP (and FTP), although recent publications provide a variety of numbers from around 50% faster to multiple times faster depending upon network configuration. FTP and ROSE are even slower. This means that the SGSN, using UDP, will produce intercepted bearer significantly faster than DF3’s ability to deliver to the agency with TCP. Since the delivery mechanism to the agency cannot deliver intercepted data at the same rate that it is being intercepted, lost of data is inevitable. There are three ways to attempt to mitigate this but each method precludes the ability for the agency to monitor the intercept in real time, even though the data intercepted is likely to be produced from a real time application. (voice, video, instant messaging)

1. One can attempt to store and forward or buffer the data to allow for a slower delivery rate, but these techniques are inherently problematic since a 3G subscriber’s real time session is of indeterminate length. 

2. One could also attempt to deliver data with a link multiple times faster than that received from the user, but this implies an interception delivery system with performance that exceeds that of the network.

3. One could attempt to deliver bearer with multiple parallel TCP connections for a single intercepted session. With enough parallel TCP connections, the bearer delivery rate might begin to match the bearer intercept rate. But this method does not allow for real time monitoring at the agency due to need to re-assemble a continuous stream of data from parallel TCP connections. 

· Therefore, if real time deliver is needed, ROSE, TCP and FTP are not likely choices to deliver bearer. A study of alternatives is needed.

2.2 The need for every packet

· Real time streamed applications are designed to accept packet loss with acceptable performance. No issue here.

· Some non-real time data applications do not tolerate dropped packets very well. For example, packets lost from a text file could loose important portions of intercepted text. Packet loss must be minimized.

· If packets cannot be lost in any event, than buffering until positive acknowledgement is required. Real time delivery is unlikely. A study of alternatives is needed.

2.3 Security and encryption

· A 3G bearer delivery mechanism needs to be secure. 

· IPSec is designed for security at the network (or IP) layer. IPSec does not influence the choice of higher layer protocols, such as UDP, TCP, FTP, etc. IPSec does have  processing speed concerns, but this is a hardware versus software issue regardless of upper layer protocols.

· Application layer security applications can be selected based upon the preferred delivery mechanisms. Application layer encryption products are available that accommodate TCP or UDP based stacks. Therefore, security concerns do not preclude real time delivery. In fact, end to end secure voice is likely to be a widely available 3G mobile feature.

2.5 Summary of major points:

In summary, a 3G bearer delivery mechanism needs to 

1. Streamed and real time data is the nature of 3GPP R5 Service. Does this data need to be received by the agency in real time, as it is intercepted? If so, ROSE, TCP and FTP are not likely candidates for a bearer protocol.

2. The network should minimize the chance of lost packets. Is any amount of loss tolerable? If not, real time delivery is not likely. Is this acceptable?

3. Allow for secure communications.

3.0 A Menu of mechanisms recommended for a 3G bearer delivery trade study. 

Motorola does not promote a specific implementation, but rather encourages a study of approaches that will lead to an appropriate 3G solution. The following candidates are worth further study as they address both reliability and real time delivery concerns. Other suggestions are encouraged.

1. GTP*/SCTP (Streaming Control Transmission Protocol):

SCTP, originally designed for fast and reliable telecommunication signaling over IP, provides a noticeable improvement over TCP in performance. It is connection oriented and provides for positive acknowledgement that can be argued to be reliable. Multiple, parallel connections are allowed for single data stream transmission. Although not as fast as UDP, it may provide the chance of real time surveillance in well behaved networks where minimal packet recovery is required.

2. GTP*/RUDP 

Recent advances in the development of a “Reliable UDP” or RUDP have shown performance rates very close to UDP. Both reliability and real time delivery are possible. It is not clear, however, whether IETF will publish RUDP as a standard. Even so, technical societies and other organizations are currently pursuing the development of RUDP. 

3. GTP*/TCP with published limitations

If TCP is pursued, limitations on its use must be evaluated and published. Real time delivery is not possible and this should be stated in the standard clearly. Multiple parallel connections may need to be allowed  for a single intercept so that the output of DF3 might approach the input of DF3 to minimize buffer overflow. This needs to be studied.

4.0 Recommendation

Motorola recommends an S3 LI study where alternative real time bearer delivery mechanisms can be identified and brought forth to S3 LI for final selection. The methods listed above are provided as viable alternatives to be considered at the workshop. Other suggestions are encouraged.

Best regards,

Motorola


