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GSM 03.33 Annex B describes the structure of the GPRS events, which are applicable to SGSN’s X2p-Interface. Within this list of events, a ‘Start of intercept with PDP context active’ is foreseen but a ‘Stop of intercept with PDP context active’ is missing.

For several reasons, this event should be reported:

· For solution coherency, a ‘start’ (opening a transaction) should be followed (if possible) by a ‘stop’ (closing the transaction)

· Without this ‘stop’ event, it means some LEMF's resources are frozen and must be released via specific mechanisms (e.g. audit)

· Even if X1_1p (X0_1) notifications should allow advising LEMF about end of interception, it is not convenient to mix this two interface functionalities, moreover this kind of notifications are not foreseen in some countries.

· For charging and counting purposes: without a ‘stop’ event, end of PDP context interception is not seen at the ADMF-side as a normal "end". In that way, an exceptional procedure will be used to handle this situation.

· Regional or national standards (e.g. ETSI ES 201 671) on its part, requires that for each HI2 transaction associated with a target communication shall start with IRI- Begin and stop with IRI-End when finished. This cannot be fulfilled for PDP-context interception if interception stops without sending such a stop-event.  
For recall, this situation does not occur for circuit switched networks. It is considered call duration is short. In that way, interception deactivation is effective after end of the last intercepted call, a stop-event is sent normally.
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B.3.3
Provision of Intercept Related Information

Intercept Related Information (Events) are necessary at the GPRS Attach, GPRS Detach, PDP Context Activation, Start of intercept with PDP context active, Stop of intercept with PDP context active, PDP Context Deactivation, Cell and/or RA update, and SMS events.

Figure B14 shows the transfer of intercept related information to the DF2P. If an event for / from a mobile subscriber occurs, the GSN sends the relevant data to the DF2P. 
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Figure B14: Provision of Intercept Related Information

*** Next modified section ***

B.3.3.2
Structure of the events

There are seven different events in which the information is sent to the DF2P if this is required. Details are described in following section. The events for interception are configurable (if they are sent to DF2P) in the SGSN or GGSN and can be suppressed in the DF2P.

The following events are applicable to SGSN:

· GPRS attach;

· GPRS detach;

· PDP context activation;

· Start of intercept with PDP context active;

· Stop of intercept with PDP context active;

· PDP context deactivation;

· Cell and /or RA update;

· SMS.

NOTE: GGSN interception is a national option

The following events are applicable to GGSN:

· PDP context activation ;

· PDP context deactivation ;

· Start of interception with PDP context active.

· Stop of intercept with PDP context active;

A set of fields as shown below is used to generate the events. The events transmit the information from GSN to DF2P. This set of fields as shown below can be extended in the GSN, if this is necessary as a national option. DF2P can extend this information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

observed MSISDN

MSISDN of the target subscriber (monitored subscriber)

observed IMSI

IMSI of the target subscriber (monitored subscriber)

observed IMEI

IMEI of the target subscriber (monitored subscriber),it must be checked for each activation over the radio interface.

event type

Description which type of event is delivered: PDP attach, PDP detach, PDP context activation, Start of intercept with PDP context active, Stop of intercept with PDP context active, PDP context deactivation, SMS, Cell and/or RA update,

event date

Date of the event generation in the GSN

 event time

Time of the event generation in the GSN

PDP address

The PDP address of the target subscriber. Note that this address might be dynamic.

Access Point Name

The APN of the access point.

Routing Area Code

The routing area code of the target defines the RA in a PLMN.

PDP Type

The used PDP type.

Correlation Number

The correlation number is used to correlate IP and IRI.

SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address.

CGI

Cell Global Identity

Failed attach reason

Reason for failed attach of the target subscriber.

Failed context activation reason

Reason for failed context activation of the target subscriber.

IAs 

The observed Interception Areas

*** Next modified section ***

B.3.3.3.8
Stop of interception with PDP context active

This event will be generated if interception for a target is stopped and if the target has at least one PDP context active. If more than one PDP context are open for each of them an event record is generated. These fields will be delivered to the DF2P if available:

Observed MSISDN 

Observed IMSI

Observed IMEI

PDP address of observed party

Event Type 

Event Time

Event Date

Correlation number

Access Point Name

PDP Type

CGI

Routing area code

IAs (if applicable)

*** Next modified section ***

B.5.11
Stop of interception with PDP context active

The tunnel is removed to DF3P and an event is sent to DF2P.
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