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Lawful Intercept Capabilities for Release 4 and Release 5 

A. Introduction

The intent of this contribution is to analyze the existing proposed Lawful Intercept (LI) capabilities defined in the 33.107 draft(s), to insure all aspects of LI are addressed, and to identify issues as necessary for resolution. The goal of this draft is to validate the architectures and Intercept Access Points (IAPs) and assumptions. Once validated, the subsequent goal is to identify issues for resolution.  

The architectures presented in this contribution have been developed from Figure 5-2 of TR 23.922 Architecture for an All IP Network (Release 5) and Figure 1 of TS 23.205 Bearer Independent CS Core Network, Stage 2 (Release 4). Network elements not involved in the issue have been removed and the RANs (e.g., ERAN/BSS/GERAN and UTRAN) are simplified in the figure to a single entity.  

B. Analysis

B.1 Release 5 All IP Network
MT-RAN Access to Multimedia IP Networks and PSTN Legacy/External Networks

Release 5 is characterized by MT-RAN access via the Iu-PS interface to Multimedia IP Networks and PSTN Legacy/External Networks for voice and data.  The Iu-PS interface is characterized by SIP sigaling, VoIP, and IP data traffic.

B.1.1 Case 1 – Access to Multimedia IP Networks (Release 5)

Reference:  Release 5 of 33.107; Section 7A: Invocation of LI for Packet Data Multi-media Service

Figure 1 shows IAPs at the CSCF, SGSN, and GGSN
. All traffic (real-time, non-real time, voice, and data) is intercepted at the SGSN and optionally at the GGSN and then transmitted to the Delivery Function (DF). This includes all traffic managed by the CSCF (VoIP/multi-media sessions) and all traffic not managed by the CSCF (e.g., PDP context activations followed by IP data for IP Networks).
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Figure 1 – Release 5 IAPs at CSCF, SGSN, and GGSN

Table 1 provides a detailed analysis of the Release 5 IAPs identified and the delivery of content and IRI to the DF. Issues and assumptions that need to be validated are in italics. It would be useful to identify the legacy LI specifications supporting the X2 and X3 (or HI-2, HI-3) interfaces in the table.
Table 1 – Release 5 IAP Details for Access to  Multimedia IP Networks

IAP
 What to

Intercept
CONTENT

Intercept
     IRI

Intercept
      X2

Transport
      X3

Transport
    X2-X3

Correlation

CSCF
IRI

     SIP 

Signalling
TBD

(IRI/TCP/IP)?

TBD

See 33.107,7A.3

SGSN
CONTENT

and IRI
a. CSCF Controlled Traffic:

    VoIP: (RTP/UDP/IP)

b. Non CSCF Controlled 

Traffic: (something/IP)
SGSN IRI

SMS

See 33.107:

 7.3
TBD

(IRI/TCP/IP)

?
TBD - GTP*

See 33.107,7.2

?
Correlation #

See 33.107,7.2.1 

GGSN
CONTENT

and IRI
a. CSCF Controlled Traffic:

    VoIP: (RTP/UDP/IP)

b. Non CSCF Controlled 

Traffic: (something/IP)
GGSN IRI

See 33.107:

 7.3
TBD

(IRI/TCP/IP)

?
TBD - GTP*

See 33.107,7.2

?
Correlation #

See 33.107,7.2.1

Issues (based on some assumptions which need to be validated):
1. Where are the transports for X2 and X3 defined.

2. Are existing X3 transports suitable for SIP real-time traffic?

3. Are the existing X2-X3 correlation methods suitable for SIP real-time traffic and CSCF?

4. Is TCP suitable for X2 transport?

5. The DF and/or LEA must deal with transcoding (VoIP) and associated codecs.
B.1.2 Case 2 – Access to PSTN Legacy/External Networks (Release 5)

References:  Not addressed. Should optionality be added?

Figure 2 adds a Media Gateway to the PSTN for circuit mode voice and data and an associated IAP for optionally intercepting and delivering circuit mode traffic to the DF. 
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Figure 2 – Release 5 IAP at MGWp 

Table 2 adds a detailed analysis for a Release 5 MGW IAP. Issues and assumptions that need to be validated are in italics. It would be useful to identify the legacy LI specifications supporting the X2 and X3 (or HI-2, HI-3) interfaces in the table.
Table 2 – Release 5 IAP Details for Access to  Multimedia IP Networks with PSTN Access

IAP
 What to

Intercept
CONTENT

Intercept
     IRI

Intercept
      X2

Transport
      X3

Transport
    X2-X3

Correlation

CSCF
IRI

     SIP 

Signaling
TBD

(IRI/TCP/IP)?

TBD  See

 33.107,7A.3 ?

MGW
CONTENT
Circuit Mode Traffic


Circuit Mode

See ETSI: 

ES 201 671
TBD

?

Issues (based on some assumptions which need to be validated):
1. Is the existing ETSI circuit mode correlation method for X2-X3 adequate for SIP signaling.

2. No impact seen on Mc interface. X2-X3 correlation information can be sent from CSCF to DF.

2. All multimedia traffic destined for the Multimedia IP Networks cannot be routed and intercepted at the MGW. Feasible for VoIP destined for a Multimedia IP Network.

B.2 Release 4 Bearer Independent CS Core Network

Access to MSC/GMSC Servers and MGWs and Legacy/External Networks

Release 4 is characterized by the Iu-CS and A interfaces with DTAP Call Control (CC) signaling supporting circuit mode voice or data calls. The A interface traffic is characterized by circuit mode voice and data. The Iu-CS is characterized by packet mode traffic (e.g., AAL2, VoIP voice) .

B.2.1 Case 3 – Access to PSTN Legacy/External Networks (Release 4)

Reference:  Release 4 of 33.107;
 Section 6.1 Circuit Switched; 

Section 6.2 Provision of CC – Short Message Service;

Section 6.3 Provision of Intercept Related Information.
Figure 3 shows IAPs at the MSC Server, GMSc Server, MGWa access gateway, and MGWp PSTN gateway. Content is captured at the MGWs after mediation of the A, Iu-CS, or Nb interface traffic as necessary to TDM circuit mode and then transmitted to the Delivery Function (DF) as TDM circuit mode content.

Iu-CS or A interface DTAP signaling comprising Call Control (CC), Mobility Management (MM), SMS, and Supplementary Services (SS), is intercepted at the MSC or GMSC Server and delivered to the DF. 
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Figure 3 – Release 4 IAPS at MSC Server, GMSC Server, and MGW(s) 

Table 3 provides a detailed analysis of the Release 4 IAPs identified and the delivery of content and IRI to the DF. Issues and assumptions that need to be validated are in italics. It would be useful to identify the legacy LI specifications supporting the X2 and X3 (or HI-2, HI-3) interfaces in the table. 
Table 3 – Release 4 IAP Details for Access to  PSTN Legacy/External Networks

IAP
 What to

Intercept
CONTENT

Intercept
     IRI

Intercept
      X2

Transport
      X3

Transport
    X2-X3

Correlation

MSC

Server
IRI

DTAP:

CC, MM, SS

SMS.

See 33.107:

6.2, 6.3.
TBD

(IRI/TCP/IP)

?

?

See 33.107, 6.3

GMSC

Server
IRI

?

Not addessed
TBD

(IRI/TCP/IP)?

?

See 33.107, 6.3

MGWa
CONTENT
TDM circuit mode voice

or data


See ?
Correlation #

See 33.107,6.1

MGWb
CONTENT
TDM circuit mode voice

or data


See ?
Correlation #

See 33.107,6.1

Issues (based on some assumptions which need to be validated):
1. Are existing correlation methods suitable for X2-X3?

2. By sending correlation information from MSC/GMSC Servers to DF, there is no apparent issues or requirements for the  Mc interfaces.

3. Is TCP suitable for X2 transport?
C. Recommendations

1) Address and validate assumptions.

2) Complete tables and identify issues if any for resolution.

3) Identify and document references.

4) Use the material as a tool to insure all issues are identified and addressed.


























































� Interception at the GGSN is a national option.
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