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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available free of charge from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Project Telecommunications and Internet Protocol Harmonisation over Networks (TIPHON) in close liaison with the Lawful Interception working group of the ETSI Technical Committee for Security (TC-SEC).

The version numbers of this document follow the convention: 

(Edition).(Technical revision).(Editorial revision)

1
Scope

This Technical Specification (TS) describes the overall implementation of lawful interception in a TIPHON environment and is based upon the recommendations found in TR 101 750 [3].


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

· A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

[1]
Official Journal of the European Communities, 96/C329/01: Council Resolution of 17 January 1995 on the Lawful Interception of Telecommunications.

[2]
ETR 331; "Security Techniques Advisory Group (STAG); Definition of user requirements for lawful interception of telecommunications; Requirements of the law enforcement agencies".

[3]
TR 101 750v1.1.1; "Telecommunications and Internet Protocol Harmonisation Over Networks (TIPHON); Security; Studies into the Impact of lawful interception"

[4]
ES 201 671; "Telecommunications security; Lawful Interception (LI); Handover interface for the lawful interception of telecommunications traffic"
[5]
ES 201 158: "Telecommunications security; Lawful Interception (LI); … "

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 101 750 [3], ETR331 [2] and ES201 158 [5] and the following apply.

access provider: access provider provides a user of some network with access from the user's terminal to that network.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 101 750 [3], ETR331 [2] and ES201 158 [5] apply:
GSM
Global System for Mobile (telephony)

IMEI
International Mobile Equipment Identity

IMSI
International Mobile Subscriber Identity

ISDN
Integrated Services Digital Network

ITSI
Individual TETRA subsciber Identity

LI
Lawful Interception

MSISDN
Mobile Subscriber International Services Directory Number

PSTN
Public Switched Telephone Network

TEI
TETRA Equipment Identity

TETRA
Terrestrial Trunked Radio

UMTS
Universal Mobile Telephone Service

4
Overview

The requirements for the present document are described in TR 101 750 [3]. 

Lawful Interception in a TIPHON environment shall be provided by the access network of the target. Lawful Interception shall be linked to the unique identity of the target within the access network as described by the LI specifications for each access network technology (a summary list of applicable ETSI specifications is given in table 1).


Table 1: Lawful Interception of specific access technologies

Access Network Technology
Target identity (note)
Reference document

GPRS
IMSI, MSISDN, IMEI
TS 101 509

GSM
IMSI, MSISDN, IMEI
TS 101 509

ISDN, PSTN
Directory Number
ES 201 671

TETRA
ITSI, TEI, MSISDN
EN 301 040

UMTS
As for GSM for release 99
3GPP TS 33.107

NOTE:
Within each technology there may be more than one concurrent identity being intercepted (for example an equipment may be intercepted rather than an individual (target as IMEI rather than IMSI), or one of a set of telephone numbers (target as MSISDN rather than IMSI),

Where these access technologies provide IP connectivity, for example IP over ISDN, then the base access technolgy shall provide lawful interception of the IP stream.
The TIPHON architecture is defined with respect to the support of a number of reference scenarios outlined below and shown in composite form in figure 1:

· The delivery of telephone calls which originate in an IP network and are delivered to Switched Circuit Networks (SCN), such as Public Switched Telephone Network (PSTN), Integrated Services Digital Networks (ISDN) and Global System for Mobile communication (GSM) networks;

· The delivery of telephone calls which originate in SCNs and are delivered in an IP network;

· The delivery of telephone calls which originate in SCNs, routed through a IP network and are delivered to an SCN; and, 

· The delivery of telephone calls which originate and terminate in IP networks.
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NOTE:
The access network is that containing the terminal

Figure 1: Overview of a general TIPHON domain

History

Document history

To December 1999
To V0.0.6
Drafts from rapporteur

June 2000
V0.0.7
Final draft submitted for TIPHON approval

July 2000
V0.0.8
Minor editorial clarifications resulting from TIPHON#19 meeting in Munich

August 2000
V0.0.9
Changes resulting from dicussion of paper with TC SEC LI Camarilla experts

November 2000
V0.0.10
Radical review & change of title reflecting the TIPHON framework
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