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NOTICE
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T1P1.SAH

TS 33.108 Issue List

Version 3 – January 23, 2002
Source:   Chair T1P1.SAH

The following is a list of outstanding issues for TS 33.108. These issues have been developed with input from Telcordia Technologies and CIS. The CIS Recommendations included herein have been provided by Telcordia Technologies/CIS (see contributions are 2001-132 R1 and T1P1/2001-112 R1). As noted, the intent is to capture the issues and recommendations from those contributions and any other issues relative to 33.108 for discussion and resolution.  Additional background information is provided in 2001-132 R1 and T1P1/2001-112 R1.

This revision incorporates discussion items and actions from the T1P1.SAH conference call on January 14, 2002. 

As part of the discussions it was noted that U.S. LI requirements could be included in various sections of 33.108 or a U.S. specific normative annex could be developed to include all U.S. specific requirements. Either alternative was deemed as workable.
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1. SMS MO and MT Event Information

Reference:
T1P1/2001-132 R1  (Partial)  B.1.1 REPORT Information


Capabilities:  Provide the identity of the SMS associate party in LI reporting. Define SMS intercept capability at SMS-SC and SMS-GMSC.

Issues:  

a) Designated IAP: Since interception, as proposed, is being performed at the serving 3G SGSN and not the SMS-Service Center (SC) or the SMS gateway MSC (SMS-GMSC), when the user is roaming (out of the PLMN) SMS MT events will not be reported and SMS MT messages will not be intercepted. 

b) SMS messages delivered/received using the GPRS capability are planned to be intercepted at the SGSN.  The SGSN interworks with the SMS interworking MSC (SMS-IWMSC) or the SMS-GMSC to route SMS messages to and receive messages from the SMS-SC.  The SGSN uses the Service Center Address for processing and routing and not the associate’s identity (e.g., associate’s IMSI or MSISDN) although the associate’s identity is present in the packet.   LE expects to be provided with communication-identifying information that identifies the parties to the communication (i.e., the target and associate’s address).  Is the associate’s identifying information in the SMS message part of content and subject to Title III warrants or communication-identifying information subject to pen register and trap and trace warrants?

c) When the SMS-GMSC examines the destination MS Address in the Short Message (SM) it receives (for SMS MT) from the SMS-SC, it sends a Send Routeing Info For Short Message message to the relevant HLR. The HLR returns a Send Routeing Info For Short Message Result message to the SMS-GMSC. The result may contain the MS's current SGSN Number, the MSC Number, or both.  If the user is roaming, LE expects to receive communication-identifying information notifying them of the attempt to route an SMS MT message to the subject MS and also an indication of the “redirection” of the message to the visiting SGSN or visiting MSC.  LE expects to receive a copy of the SMS MT packet, when communication content interception is authorized

CIS Recommendation:

a) Consider interception (IAPs) for SMS messages at alternate network elements such as SMS-SC, SMS-GMSC.

b) Include the associate’s identity as part of LI of SMS MO and MT event reporting as required by CALEA.

January 14th Conference Call:

Discussion centered on what associate identity information was available at an SGSN vs other network elements involved in providing SMS-MO or SMS-MT services (e.g., SMS-GMSC). At an SGSN the target’s MSISDN/IMSI and Service Center Address are readily available. At an SGSN, the associate’s identity/address is contained in the User Data portion of the SMS packet and may not be readily available. It was noted that the associate’s identity/address in addition to the target’s identity/address and Service Center Address may be readily available at an SMS-GMSC. If the associate identify/address is available at SMS-GMSC, then 33.107-33.108 would require changes to text and figures to identify a new LI network element SMS-GMSC. There were no objections noted to adding the capability to report SMS information from an SMS-GMSC assuming the information is readily available. Questions were raised about adding the capability to an SMS-SC as this entity may be out of scope for 3GPP.

Action: CIS 

Develop a contribution for T1P1.SAH review at the January 23-24 meeting on Kiawah Island recommending changes/additions to TS 33.107 and/or TS 33.108.
2. Packet Activity


Reference:  T1P1/2001-132 R1  B.2.5 Reporting Packet-Data Communication Activity Event

Capability:  A recommendation to provide a capability to report Packet Activity occurring over a PDP Context (i.e., for pen register and trap and trace warrants, detect and report communication-identifying information for packets being sent/received over the PDP context).

Issues: 

Currently, TS 33.108 designates interception at the SGSN, and as a national option at the GGSN.  The following events are applicable to the GGSN:

· PDP context activation

· PDP context deactivation

· Start of interception with PDP context active.

Reporting of packet activity communication-identifying information at the SGSN might require the SGSN to extract information present at the SGSN, but not typically used for routing.  Reporting of packet activity communication-identifying information might be better performed by the GGSN for the following reasons:

· For incoming packets (to be delivered to the MS), if all packet information is received over an aggregate "pipe" from the ISP (i.e., over a common IP address/Port Address combination), then the GGSN will need to look at the packet to determine which PDP context to route the packet over.  If the GGSN looks at the packet to do this determination, then the GGSN is uniquely positioned to provide the source/destination addresses and port information for all packets with respect to lawful interception.

· For incoming packets, even if unique pipes are used (one pipe per user to each ISP), then typically a router will associate a given address with a given physical interface.  If they do not verify that an IP address assigned to the user is the one signaled in the IP packet from the ISP to the wireless provider, the GGSN could send packets intended for another user to the subject.  This could happen because of an error in the ISP.  

CIS Recommendation:

LE requires the delivery of communication-identifying information for the parties to a communication to ascertain origin, direction, destination, or termination of each communication generated or received by the intercept subject. LEs recognize that this information might be redundant with information delivered over the HI3 if a Title III court order is in effect.  LEAs require the delivery of IRI for packet activity regardless of to whether the transmission is successful. That is, delivery of communication-identifying information is required for packets sent by the intercept subject regardless of whether the transmission is successful to the intended destination. Similarly, delivery of IRI is required for packets received by the intercepting system destined for delivery to the intercept subject regardless of whether the transmission is successful to the intercept subject MS.

LEAs require that the following specific information be reported separately from the communication content to appropriately identify the parties and nature of the communication in association with an access path (PDP Context path):

a) Access Path ID (which correlates Network Address Information to Access Path events such as PDP Context Activation and Deactivation);

b) Protocol used by the Transport Layer (e.g., TCP, UDP);

c) Source IP address;

d) Source transport layer port;

e) Destination IP address;

f) Destination transport layer port.

Consideration should be given to prescribing interception of certain events at the GGSN for the US.

January 14th Conference Call:

Discussion centered on what information was available at a SGSN vs a GGSN. It was noted that the requested information was not readily available at a SGSN due to the traffic being tunneled between the SGSN and the GGSN. The requested information would be available and reportable from a GGSN when a GGSN routes on the user traffic. Legal/privacy questions were raised about reporting some requested information outside the network layer [e.g., b) Protocol used by the Transport Layer (e.g., TCP, UDP) and f) destination transport layer port].  Questions of impact on the user traffic and network elements for some architectures/implementations were also raised.

The general capability/method discussed involved reporting information from the packet(s) initially and then when the information changed and thus not reporting redundant/unchanged information from every packet. Thus report triggering on threshold counters and times were explored in the discussion. The reporting function would be specific to a GGSN. 

There were no objections to pursuing this capability recognizing the noted issues raised regarding accessing information outside the network layer and the potential impact on the network element.

Action: CIS 

Develop a contribution for T1P1.SAH review at the January 23-24 meeting on Kiawah Island recommending changes/additions to TS 33.107 and TS 33.108.
3. Roaming

Reference:  J-STD-025


Capability:  Recommendations to add text/capability to TS 33.108:

a) to report a “Serving System” message when the subject roams to another network (PLMN), and

b) to continue content delivery when the content is still available at the home network (at the HGGSN).  


Issue:  Should the text/capability be added and if so, how. Precedent is established in J-STD-025 to report roaming event and continue content intercept, when appropriate and available (e.g., SMS cases).

CIS Recommendation:


This capability is required by the CALEA Law which has the following provision for this capability: 

“A telecommunications carrier offering a feature or service that allows subscribers to redirect, hand off, or assign their wire or electronic communications to another service area or another service provider or to utilize facilities in another service area or of another service provider shall ensure that, when the carrier that had been providing assistance for the interception of wire or electronic communications or access to call-identifying information pursuant to a court order or lawful authorization no longer has access to the content of such communications or call-identifying information within the service area in which interception has been occurring as a result of the subscriber's use of such a feature or service, information is made available to the government (before, during, or immediately after the transfer of such communications) identifying the provider of wire or electronic communication service that has acquired access to the communications.”

Law enforcement agencies need access to all available packet-based communications authorized communications content and communication-identifying information, and any additional information that would assist law enforcement in determining the service area or other carrier(s) that have access to any information.

January 14th Conference Call:

It was noted that this capability/requirement currently exists for wireless in J-STD-025 and does not exist in TS 33.107-108. There was general agreement, without objections, this capability needs to be added to TS 33.107-33.108 for GPRS/UMTS. It was noted that adding this capability would affect the figures/architecture in 107-108 since an HLR is currently not depicted. Given the significant changes and additions needed and the new concept for 3GPP SA3-LI, at issue is which version of 107-108 should be targeted. There was agreement that the capability should be detailed and submitted to SA3-LI ASAP.

Action: CIS 

Develop a contribution for T1P1.SAH review at the January 23-24 meeting on Kiawah Island recommending changes/additions to TS 33.107 and TS 33.108.
4. Context Modification Event


Reference:  T1P1/2001-132 R1  B.2.4 CONTINUE

Capability:  A recommendation to add a message to report PDP Context Modification.
Issue:  Should the capability be added. The information comes from network signaling. Precedent may be established in J-STD-025 to report network signaling. 
CIS Recommendation:


CIS recommends that an event trigger be added to report when the intercept subject’s MS receives and accepts a PDP context modification request from the network to change the QoS negotiated during the PDP context activation procedure or at previously performed PDP context modification procedures. The PDP context modification request procedure can be initiated by the network at any time when a PDP context is active. 

January 14th Conference Call:

It was noted that this capability was being added to TS 33.108 by SA3-LI. The proposed material for incorporation into TS 33.108 needs to be reviewed to ensure it meets U.S. requirements. There were no objections from T1P1.SAH participants to add this capability.

Action: CIS 

Develop a contribution, as necessary, for T1P1.SAH review at the January 23-24 meeting on Kiawah Island recommending any changes or modifications to the Koen Jaspers contribution to 3GPP SA3-LI meeting in Amsterdam. 
5. Timing Requirements


Reference:  T1P1/2001-112 R1 1. Timing Requirements

Capability: A recommendation to add timing requirements for:  

a)
delivering HI2 messages to the LEA in a timely manner,  and 

b)
time stamping an HI2 event in a timely manner.
Issue:  Precedent is established in J-STD-025 A for timely reporting and is noted in the FCC Third Report and Order on CALEA. Should text be added and if so, how and where?  From J-STD-025 A:

“A call-identifying message must be sent from the TSP’s IAP to the LEA Collection Function within 8 seconds of receipt of that message by the IAP at least 95% of the time, and with the call event time-stamped to an accuracy of at least 200 milliseconds.” 

CIS Recommendation:


Law enforcement agencies need time stamp information to correlate the communication-identifying information with delivered communications content.  Communication-identifying messages must be time stamped within a specific amount of time from when the event triggering the message occurred. This time stamp would allow the LEA to associate the message with the communication content.  In addition, communication-identifying information must be transmitted over the delivery interface to the LEA collection system within a defined amount of time after the event occurs, in order for the LEA to correctly associate the communication-identifying information with communication content.

The following timing requirements are recommended for GSM and UMTS systems deployed in the U.S.:

· Delivery of IRI over the HI2 to the LEMF shall occur within three and half (3.5) seconds of detection of the event by the intercept access point at least 99% of the time.

· Events shall be time-stamped to an accuracy of at least 100 milliseconds.

January 8th Conference Call:

Timing requirements as presented in T1P1/2001-112 R1 were discussed. Clarification was sought as to which network elements the 3.5 seconds applied. Telcordia/CIS indicated the 3.5 seconds was from the IAP at the Access to the ‘demark’ point at the DF. The ‘demark point’ is terminology previously used in the development of J-STD-025 and is logically, in OSI terminology, the Application Service Element (ASE) driving the ‘e’ interface (DF-to-Collection) at the DF. It was noted that the access network had control over this time. 

The timing requirements will only include access, interception and mediation components, with a demarcation point on the outer boundary of the Delivery Function.  They will not include the time required to transport the information across a transmission medium of the delivery interface to the LEMF.

The time from the DF’s ‘demark point’ to Collection would depend upon the facilities procured by the LEA and associated communication protocols and procedures/methodology utilized by the ASE as agreed to between the operator and LEA and not part of the 3.5 seconds.

It was noted that a time from Access-to-DF’s ‘demark point’ can be controlled by the access network design whereas a time from Access-to-Collection cannot be controlled as it depends on the facilities procured and ASE protocols negotiated in real time between the operator and LEA.

Concern was expressed about reducing the 95% and 200 milliseconds timing requirements as stated in J-STD-025 A. The need for timing requirements in 33.108 was recognized.

Time Stamp was also discussed. TS 33.108 was reviewed to see if the time could be stamped to 1/10 seconds. Issues were noted with the ASN.1 in 33.108 and some changes/updates may be required.

Action: CIS for January 14th conference call

· Reword the requirement with respect to 3.5 seconds to clearly indicate the time is from Access-to DF ‘demark point’. Identify where to include timing requirements into 33.108.

· Review the Time Stamp ASN.1 in 33.108 and make recommendations on what needs to be modified/added.

6. Delivery for HI2


Reference:  T1P1/2001-112 R1  2. Delivery Interface for IRI (HI2)
Capability:  A recommendation to add TCP as a delivery protocol option for HI2 delivery and indicate a preferred delivery protocol/method for the U.S..
Issue:  ROSE may not be an available option (i.e., not typically available with IP) and FTP does not provide the real-time delivery requirements. Should text be added and if so, how and where?
CIS Recommendation:


U.S. Law enforcement agencies require the transmission of the intercept subject’s IRI to a designated LEMF. Access to intercept features is controlled by telecommunications carriers. 

The following HI2 requirements apply to GSM and UMTS systems deployed in the U.S.:

· U.S. Law enforcement agencies require the transmission of the intercept subject’s communication-identifying information to a designated LEMF. Law enforcement agencies will work with telecommunications carriers in advance to arrange for delivery of intercepted communications to a LEMF location.  The protocols and formats will be jointly agreed upon by law enforcement and telecommunications carriers. It is highly desirable to U.S. law enforcement agencies that the facilities, protocols and format for transmitting the intercepted communications to the LEMF be standard, cost effective, and generally available. U.S. Law enforcement intends to consolidate the number of interfaces LE will need to support.  U.S. Law enforcement views both ROSE or FTP HI2 delivery interfaces as incompatible with U.S. LI requirements. 

· The IRI records defined by this standard are an Open System Interconnection (OSI) Layer 7 or Application Layer protocol.  The protocol for the IRI records is called the LI_Application.  The LI_Application records shall be delivered over HI2 employing widely used data communication protocols. The OSI protocol stack of the HI2 shall employ open standards commonly supported in IP networks today and not employ specialized delivery methods. While the specification of the Layer 1 and 2 components of the protocol stack supporting the HI2 are left to be discussed and agreed upon between the telecommunications carrier and Law Enforcement, they should be made such that the timing requirements can be met.

· U.S. Law enforcement requires reliable delivery to the LEMF regardless of whether reliable delivery methods are employed by the network in offering service to the subject under surveillance. Because reliable transmission is required, the cost of retransmission has to be borne by either the application layer of the LI feature or by a lower one.  Delays associated with TCP retransmission should be no greater than, and likely less than, those incurred by implementing guaranteed delivery at a higher layer protocol.  Given this, it is suggested that TCP be used at the transport layer. 

· When connectivity between the GSM PLMN and the LEMF is provided over a shared public infrastructure for delivering IRI to the LEMF, additional security measures should be implemented (e.g., VPN technology, encryption).  Additional security measures and associated requirements will be negotiated by LEAs on a case-by-case basis.

January 8th Conference Call:

The addition of TCP as a delivery option for HI2 as presented in T1P1/2001-112 R1 was discussed. It was noted this additional capability would be an option in TS 33.108. CIS/Telcordia indicated FTP does not meet U.S. LEA delivery requirements and TCP is CIS’s preferred delivery method for the U.S..

Action: CIS for January 14th conference call

· Develop text for TS 33.108 for review.

7. Delivery for HI3


Reference:  T1P1/2001-112 R1  3. Delivery Interface for CC (HI3)

Capability:  A recommendation to specify a preferred delivery protocol/method for HI3 in the U.S..

Issue:  FTP may not be suitable for real-time delivery of content and UDP may not provide the reliability desired. Should text be added and if so, how and where?  It should be noted that the specification provides for the delivery of communication content over TCP.

CIS Recommendation:


U.S. Law enforcement agencies require the transmission of the intercept subject’s communication content to a designated LEMF. Access to intercept features is controlled by telecommunications carriers. 

The following HI3 requirements apply to GSM and UMTS systems deployed in the U.S.:

· ·U.S. Law enforcement agencies require the transmission of the intercept subject’s communication content to a designated LEMF. Law enforcement agencies will work with telecommunications carriers in advance to arrange for delivery of intercepted communications to a LEMF location.  The protocols and formats will be jointly agreed upon by law enforcement and telecommunications carriers. It is highly desirable to U.S. law enforcement agencies that the facilities, protocols and format for transmitting the intercepted communications to the LEMF be standard, cost effective, and generally available. U.S. Law enforcement intends to consolidate the number of interfaces LE will need to support.  U.S. Law enforcement views FTP HI3 delivery interfaces as incompatible with U.S. LI requirements. 

· The OSI protocol stack of the HI3 shall employ open standards commonly supported in IP networks today. While the specification of the Layer 1 and 2 components of the protocol stack supporting the HI3 are left to be discussed and agreed upon between the telecommunications carrier and Law Enforcement, they should be made such that reliable delivery to the LEMF is achieved regardless of whether reliable delivery methods are employed by the network in offering service to the subject under surveillance. Because reliable transmission is required, it is suggested that TCP be used at the transport layer for systems deployed in the US..

· When connectivity between the GSM PLMN and the LEMF is provided over a shared public infrastructure for delivering CC to the LEMF, additional security measures should be implemented (e.g., VPN technology, encryption).  Additional security measures and associated requirements will be negotiated by LEAs on a case-by-case basis.

January 8th Conference Call:

The CIS HI3 requirements as presented in T1P1/2001-112 R1 were discussed. CIS/Telcordia indicated FTP did not meet the LEA’s content delivery requirements. CIS/Telcordia also indicated the Correlation Header methodology described in TS 33.108 was not detailed enough and left some questions open on implementation affecting the collection function.

Action: CIS for January 14th conference call

· Develop text for TS 33.108 for review.
8. Issues from SA3-LI work shop in December 2001

January 8th Conference Call:

a. SMS


Table 2 in 33.108 needs to be aligned with Table 6-5 (e.g., SMS Originating Address, SMS Terminating Address).


Action: CIS for January 14th conference call

· Develop text for Table 2 for review on January 14th.

b. IP assignment for PDP Context Deactivation END Record


IP assignment may not be available/known/retained when PDP Context is deactivated. IP assignment should be reported when known and available.


Action: CIS for January 14th conference call

· Provide text to clarify/modify ASN.1 for iP-assignment. IP-assignment should be Mandatory and notAvailable should be used when the assignment is not retained or known.
c. PDP Context Modification event


The Netherlands proposal for PDP Context Modification event needs to be reviewed. 


Action: CIS for January 14th conference call

· Review proposal and propose modifications as necessary to meet CIS requirements.
	Date
	Versions
	Comments

	November 30, 2001
	Initial version
	T1P1/2001-167

	January 10, 2002
	Version 2
	T1P1/2002-004 - updated based on discussions from 

January 8, 2002 conference call.

	January 23, 2002
	Version 3
	T1P1/2002-004 R1 - updated based on discussions from 

January 14, 2002 conference call.

	
	
	



_973004473.unknown

_973004475.unknown

_973004476.unknown

_973004474.unknown

_973004471.unknown

_973004472.unknown

_973004470.unknown

_973004469.unknown

