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1. Introduction

This contribution proposes changes to 3GPP TS 33.108 to address additional U.S.-Specific requirements for Lawful Intercept (LI) for the GPRS packet domain.  The proposed changes provide supporting text for TCP/IP as a delivery mechanism to address U.S.-Specific requirements for the use of a reliable protocol for the delivery interfaces.

2. Discussion

U.S. law enforcement agencies need Telecommunications Carriers (TCs) to transmit intercepted communications [i.e., intercept-related information (IRI) and Content of Communication (CC)] to designated Law Enforcement Monitoring Facilities (LEMFs). Law enforcement agencies will work with TCs in advance to arrange for delivery of intercepted communications to a LEMF location.  Procurement, engineering, and sizing of the physical facilities connecting the Mediation Function (MF) to the LEMF is the responsibility of the LEA. Engineering and sizing of the LEMF equipment is also the responsibility of the LEA. 

U.S. law enforcement agencies need the facilities, data communications protocols, and data format used for the transmission of the intercepted communications to the LEMF location to be standard, cost effective, and generally available. U.S. law enforcement intends to consolidate the number of interfaces law enforcement will need to support.  The protocols and formats will be jointly agreed upon by law enforcement and TCs.

The HI2 described in 3GPP TS 33.108 indicates that there are two possible methods for delivery of IRI to the LEMF, namely Remote Operation Service Element (ROSE) and File Transfer Protocol (FTP).  U.S. law enforcement views both ROSE and FTP HI2 delivery interfaces as incompatible with U.S. LI requirements.  The HI3 described in the 3GPP TS 33.108 specification states that there are two possible methods for delivery of CC to the LEMF, namely GPRS LI Correlation Header over Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) and FTP. 

U.S. law enforcement agencies require reliable delivery to the LEMF regardless of whether reliable delivery methods are employed by the network in offering service to the intercept subject. Because reliable delivery is required, the cost of retransmission has to be borne by either the LI application or by lower layers of the protocol stack.  Delays associated with TCP retransmission will generally be less than those incurred by implementing guaranteed delivery at a higher layer protocol.  Given this, it is suggested that TCP be used at the transport layer on both the HI2 and HI3 interfaces.

This contribution proposes that new text be added to TR 33.108 to add supporting material for the delivery of IRI directly over TCP (at the transport layer) and the Internet Protocol (IP) (at the network layer) to the LEMF.  In addition, this contribution provides additional text to describe in more detail the use of TCP/IP for the delivery of CC.  Below find the proposed additional text.

2.1. Changes for Annex A: HI2 Delivery mechanisms and procedures

2.1.1. Add new sub-annex A.3

A.3 TCP/IP

A.3.1 Introduction

The protocol used by the "LI application" for the encoding of IRI data and the sending of IRI data between the MF and the LEMF is based on already standardized data transmission protocols.  At the HI2 interface, the “LI application” protocol is used directly over the Transmission Control Protocol (TCP), which uses the Internet Protocol (IP) for the delivery of the IRI. IP is defined in ref [15]. TCP is defined in ref [16].

TCP/IP supports reliable delivery of data. The data shall be temporarily buffered in the mediation function (MF) in cases of link or facility failures (e.g., “communication problems”). TCP is independent of the payload data it carries. 

A.3.2 Normal Procedures

A.3.2.1 Usage of TCP/IP

The MF makes use of the TCP-user commands provided in ref [16] to request TCP to initiate connections to the LEMF.  The MF shall initiate TCP connections to the LEMF for LI purposes.  Thus, in this model, the MF is the client and the LEMF is the server.  Once a TCP connection is established, the MF shall send the LI application messages defined in Section A.3.4 within SEND commands.  The MF shall not utilize the TCP RECEIVE commands.  

Since TCP is used for reliable delivery, no “memory” of the “LI application” messages is required at the application layer.  However, retention of the transmitted information at the MF is still required as part of TCP until receipt of the information is confirmed by the LEMF equipment.

The “LI application” messages shall be sent over a single TCP connection per LEMF.  A TCP/IP connection shall be capable of transporting “LI application” messages for multiple surveillance cases to a single LEA.  A new well-known TCP port (value to be assigned and different than that for content of communication delivery) is to be used for this purpose.  The delivery function initiates the establishment of TCP connections to the LEMF equipment designated  by the law enforcement agency. During connection establishment, the LEMF shall modify the port number to be used for this connection.  Optionally, the MF may use more than one TCP connection per LEMF for the purpose of delivering “LI application” messages to minimize the effects of congestion or facility failures.  For example, if more than one TCP connection was used, and “LI application” messages can be uniformly distributed across the connections.  If delays are detected on one TCP connection, the MF could begin to  transmit more messages on the other TCP connections.  

At the TCP layer, the MF must allocate enough buffer to be able to re-transmit the “LI application” messages being sent to the LEMF  If the LEA provides insufficient transmission capacity to the LEMF, delivery of the “LI application” messages may need to be delayed or discarded by the MF depending on the buffering capability.

Several “LI application” messages may be bundled together into within a single TCP SEND command prior to transmitting it to the LEMF, to increase bandwidth efficiency.

A.3.2.2 Use of TPKT

The individual IRI parameters are coded using ASN.1 and the basic encoding rules (BER). The individual IRI parameters are conveyed to the LEMF in “LI application” messages or IRI data records.  

TCP is a stream-based protocol and has no inherent message delineation capability. 

Since the upper-layer protocols are not self-describing, ISO Transport Service on top of TCP (ITOT), also referred to as TPKT, as defined in RFC 1006 and later updated by RFC 2126 is used to encapsulate the ”LI application” messages before handing them off to TCP.  

Therefore, TPKT shall be required and used in the transport stack of the IRI delivery interface (i.e., “LI application” messages/TPKT/TCP/IP).  The requirements needed to support protocol class 0 defined in RFC 2126 must be supported.  This standard does not utilize the protocol class 2 information.

A.3.2.3 Sending of LI messages

After the TCP connection has been established, the MF shall send the “LI application” messages defined in Section A.3.3 to the LEMF, when applicable events have been detected and such messages are formulated.

The basic “LI application” message is called LawfulIntercept message.  Within this LawfulIntercept message, the parameter ConnectionStatus indicates whether the “LI application” message is a normal “LI application” message or a keep-alive message.  In the case of a normal “LI application” message, one or more IRIContent parameters are expected to be present.  In the case of a keep-alive message, no IRIContent parameters are expected to be present.

In all cases, LawfulIntercept messages are only sent from the MF to the LEMF.  All transfer of packets other than those operationally required to maintain the connection must be from the MF to the LEMF only.  At no time may the LEMF equipment send unsolicited packets from the LEMF equipment to the MF.

The keep-alive procedures shall be invoked when no “normal” LawfulIntercept message has been sent for a configurable amount of time in minutes (e.g., 5 minutes), indicating to the LEMF that the LI connection is still up.  The keep-alive-time parameter shall be settable in increments of 1 minute, up to a maximum of 5 minutes, with a default value of 5 minutes.

The “LI application” messages shall be encapsulated using TPKT, as defined in Section A.3.2.2, before sending them from the MF to the LEMF using TCP/IP. 

A.3.3 ASN.1 for HI2 Mediation Function Messages

{

  ConnectionStatus := ENUMERATED

  {

     Normal (0),

     Keep-alive (1),

    …

   }

  LawfulIntercept  := SEQUENCE 

  {

      ConnectionStatus,

      SEQUENCE OF IRIContent  OPTIONAL,

       …

    }

}

A.3.4.  Error Procedures

Upon detection of the “User Timeout” condition, as defined in RFC 793, if the surveillance is still active, the MF shall take action to re-establish the TCP connection with the LEMF.  Due to this condition, any information that TCP was not able to deliver is lost unless it is buffered.  

Therefore, the MF should be able to buffer any information that is to be delivered to the LEMF during a period of User Timeout detection until the re-establishment of the TCP connection.  If the MF is not able to establish the TCP connection, the MF may discard the buffered information.  If the connection is re-established, the MF shall hand off (transmit) the information stored in its buffer to TCP before sending any new information.

A.3.4.  Security Considerations

Security considerations shall be taken into account in designing the interface between the MF and the LEMF.  At a minimum, the MF shall use a source IP address known to the LEMF.  However, this will not address the case of address spoofing.  To protect against address spoofing and other security concerns, it is recommended that the MF and the LEMF utilize the authentication and authorization features of IPSec.

2.2. Changes for Annex C: UMTS HI3 Interface

2.2.1. Add new sub-annex C.3

C.3  Use of TCP/IP

At the HI3 interface, the user data packets with the GLIC header shall be sent to the LEMF over Transmission Control Protocol (TCP), which uses the Internet Protocol (IP).

TCP/IP supports reliable delivery of data. The data shall be temporarily buffered in the mediation function (MF) in cases of link or facility failures (e.g., “communication problems”).  TCP is independent of the payload data it carries.

C.3.1 Normal Procedures

C.3.1.1  Usage of TCP/IP

The MF makes use of the TCP-user commands provided in ref [16] to request TCP to initiate connections to the LEMF.  The MF shall initiate TCP connections to the LEMF for the purpose of delivering CC.  Thus, in this model, the MF is the client and the LEMF is the server.  Once a TCP connection is established, the MF will send CC messages within SEND commands.  The MF shall not utilize the TCP RECEIVE commands.

Since TCP is used for reliable delivery, no “memory” functionality is required at the application layer.  However, retention of the transmitted information at the MF is still required as part of TCP until receipt of the information is confirmed by the LEMF equipment.

CC messages shall be sent over TCP connections established specifically to deliver CC. A minimum of one TCP connection shall be established per intercept subject per LEMF to deliver CC associated only with the intercept subject.  A new well-known TCP port (value to be assigned and different than that used for IRI delivery) is to be used for this purpose.  The delivery function initiates the establishment of TCP connections to the LEMF equipment designated  by the law enforcement agency.  During connection establishment, the LEMF shall modify the port number to be used for this connection.  Optionally, the MF may use more than one TCP connection per intercept subject per LEMF for the purpose of delivering CC associated with the intercept subject to minimize the effects of congestion or facility failures.  For example, if more than one TCP connection was used, CC messages can be uniformly distributed across the connections. If delays are detected on one TCP connection, the MF could begin to transmit more messages on the other TCP connections.  

At the TCP layer, the MF must allocate enough buffer to be able to re-transmit the CC messages being sent to the LEMF.   If the LEA provides insufficient transmission capacity to the LEMF, delivery of the CC messages may need to be delayed or discarded by the MF depending on the buffering capability

Several CC messages may be bundled together within a single TCP SEND command prior to sending them to the LEMF, to increase bandwidth efficiency.

C.3.1.2  Use of TPKT

TCP is a stream-based protocol and has no inherent message delineation capability. 

Since the upper-layer protocols are not self-describing, ITOT, also referred to as TPKT, as defined in RFC 1006 and later updated by RFC 2126 is used to encapsulate the CC and keep-alive messages before handing them off to TCP.  

Therefore, TPKT shall be required and used in the transport stack of the CC delivery interface (e.g., CC messages/TPKT/TCP/IP).  The requirements needed to support protocol class 0 defined in RFC 2126 must be supported.  This standard does not utilize the protocol class 2 information.

C.3.1.3 Sending of Content of Communication Messages

After the TCP connection has been established, the MF shall send the CC messages (including the GLIC header) defined in Section C.2 to the LEMF.  

In all cases, CC messages are only sent from the MF to the LEMF. All transfer of packets other than those operationally required to maintain the connection must be from the MF to the LEMF only.  At no time may the LEMF equipment send unsolicited packets from the LEMF equipment to the MF.

The keep-alive procedures shall be invoked when no CC message has been sent for a configurable amount of time in minutes (e.g., 5 minutes), indicating to the LEMF that the TCP connection is still up.  The keep-alive-time parameter shall be settable in increments of 1 minute, up to a maximum of 5 minutes, with a default value of 5 minutes.

The CC messages and the keep-alive message shall be encapsulated using TPKT, as defined in Section C.3.1.2, before sending them from the MF to the LEMF using TCP/IP.

C.3.2 ASN.1 for HI3 Mediation Function Messages

{

  ConnectionStatus := ENUMERATED

  {

     Keep-alive (0),

    …

   }

}

C.3.2 Error Procedures

Upon detection of the “User Timeout” condition, as defined in RFC 793, if the surveillance is still active and user data packets with the GLIC header are available for delivery to the LEMF, the MF shall take action to re-establish the TCP connection with the LEMF.  Due to this condition, any information that TCP was not able to deliver is lost unless it is buffered.  

Therefore, the MF should be able to buffer any information that is to be delivered to the LEMF during a period of User Timeout detection until the re-establishment of the TCP connection.  If the MF is not able to establish the TCP connection, the MF may discard the buffered information.  If the connection is re-established, the MF shall hand off (transmit) the information stored in its buffer to TCP before sending any new information.

C.3.3 Security Considerations

Security considerations shall be taken into account in designing the interface between the MF and the LEMF.  At a minimum, the MF shall use a source IP address known to the LEMF.  However, this will not address the case of address spoofing.  To protect against address spoofing and other security concerns, it is recommended that the MF and the LEMF utilize the authentication and authorization features of IPSec.

2.3. Changes to Other Clauses

2.3.1. Changes to Clause 4.5.1: Data transmission protocols

4.5.1
Data transmission protocols

The protocol used by the "LI application" for the encoding and the sending of data between the MF and the LEMF is based on already standardized data transmission protocols like ROSE, or FTP, or TCP. 

The specified data communication methods provide a general means of data communication between the LEA and the NWO/AP/SvP's mediation function. They are used for the delivery of: 

-
HI2 type of information (IRI records);

-
Certain types of content of communication (e.g., SMS).

The present document specifies the use of the two three possible methods for delivery: ROSE or FTP on the application layer or TCP on the transport layer and the BER on the presentation layer. The lower layers for data communication may be chosen in agreement with the NWO/AP/SvP and the LEA.

The delivery to the LEMF should use the internet protocol stack.
2.3.2. Changes to Clause 6.2.1: Timing

6.2.1
Timing

As a general principle, within a telecommunication system, intercept related information (IRI), if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of intercept related information fails, it may be buffered or lost. See sub-annex A.3 for buffering requirements when delivering IRI using TCP/IP.
2.3.3. Changes to Annex A introductory text

Annex A (normative):
HI2 Delivery mechanisms and procedures
There are two three possible methods for delivery of IRI to the LEMF standardized in this document: 

a)
ROSE

b) FTP

c) TCP.

2.3.4. Changes to Annex B introductory text

Annex B (normative):
Structure of data at the handover interface

This annex specifies the coding details at the handover interface HI for all data, which may be sent from the NWO/AP/SvP's equipment to the LEMF, across HI.

At the HI2 and HI3 handover interface ports, the following data may be present:

-
interface port HI2: Intercept related information (IRI);

· interface port HI3: records containing content of communication (CC).

The detailed coding specification for these types of information is contained in this annex, including sufficient details for a consistent implementation in the NWO/AP/SvP's equipment and the LEMF.

It must be noticed some data are ROSE specific and have no meaning when FTP or TCP is are used. Those specificities are described at the beginning of each sub-annex.

2.3.5. Changes to Annex C, Sub-Annex C.1.3

C.1.3
Exceptional Procedures
With UDP and GLIC: the delivering node doesn’t take care about any problems at LEMF.

With TCP and GLIC: TCP tries to establish a connection to LEMF and resending (buffering in the sending node) of packets is also supported by TCP. 
In both cases it might happen that call content gets lost (in case the LEMF or the transit network between MF and LEMF is down for a long time). 

See sub-annex C.3 for additional requirements when delivering data packets with the GLIC header using TCP/IP.

3. Recommendations

The new sub-clauses and the corresponding material should be incorporated into the standard. 
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