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ABSTRACT

This document provides the meeting minutes for the January 23-24, 2002 T1P1.SAH meeting.

___________________________________________________________________________

___________________________________________________________________________

NOTICE

This is a draft document and thus, is dynamic in nature. It does not reflect a consensus of Committee T1-Telecommunications and it may be changed or modified. Neither ATIS nor Committee T1 makes any representation or warranty, express or implied, with respect to the sufficiency, accuracy or utility of the information or opinion contained or reflected in the material utilized. ATIS and Committee T1 further expressly advise that any use of or reliance upon the material in question is at your risk and neither ATIS nor Committee T1 shall be liable for any damage or injury, of whatever nature, incurred by any person arising out of any utilization of the material. It is possible that this material will at some future date be included in a copyrighted work by ATIS.

T1P1.SAH

Surveillance and Lawful Intercept Ad Hoc

Meeting Report

January 23-24, 2002
1
Call to Order and Attendance

The meeting was convened on January 23, 2002 at 8:20 a.m. central time. Attendance was taken. The terms of reference for the meeting were restated.  

The IPR statement was read and there were no replies. 
2
Agenda Review

The draft agenda (T1P1/2002-007) was reviewed, updated, and contributions ordered within the agenda. See attached approved agenda.

3 Reports, Liaisons, Correspondence

A draft report (T1P1/2002-006) for the January 8th - 14th conference call was distributed for comment. No comments were received.

Reports on TR45 LAES activity (Terri Brooks) and 3GPP SA3 LI activity (PierreTruong) were given. The reports indicated work was progressing on both activities and there were no known issues relative to the T1P1 work than have not already been identified.

4
Unfinished Business

The following contributions were addressed:

017 – Draft text covering issue 8.b from 004R1 (IP Assignment for PDP Context Deactivation) was presented. The material was reviewed and modified. Consensus was reached to present modified material to 3GPP SA3-LI. See T1P1/2002-033. 

There was one objection to changing the parameter from Mandatory to Optional.

010 – Draft text covering issue 4 and 8.c from 004R1 (PDP Context Modification) was presented. The material was reviewed and modified. Consensus was reached to present modified material to 3GPP SA3-LI. See T1P1/2002-033. 

One organization (Lucent) believes information will be lost with this approach.

012 – Draft text covering issues 6 and 7 from 004R1 (TCP for HI2 and HI3 Delivery Methods) was presented. The material was reviewed and modified. Consensus was reached to present modified material to 3GPP SA3-LI in the form of an informative annex. See T1P1/2002-033. 

002 R1 – A companion contribution to 012 with draft text covering issues 6 and 7 from 004R1 (TCP for HI2 and HI3 Delivery Methods) was presented. The material was reviewed and modified. Consensus was reached to present modified material to 3GPP SA3-LI. See T1P1/2002-033.

The following statement was provided by the FBI-CIS for this report:

“The FBI/CIS strongly objects to the adoption in TS 33.108 of an “optional” rather than “mandatory” keep-alive parameter.  Defining this parameter as “optional” risks the loss of critical, lawfully authorized surveillance information and has absolutely no basis in regulation, statute or logic.  In fact, this “optional” parameter is counter-intuitive to sound engineering principles.”

008 – Draft text covering issue 2 from 004R1 (Packet Activity) was presented. The material was discussed and consensus could not be reached on the requested capability. The following comments were noted relative to the technical issues:

· impact on the network elements

· performance impact

· reasonably available information

· impact due to placement of IAP (GGSN vs SSGN)

The following statement was provided by the FBI-CIS for this report:

“FBI-CIS strongly objects to the omission from TS 33.108 of any capability for reporting communication-identifying information associated with packets (e.g., IP addresses, protocol, port numbers) sent or received by the intercept subject either on a per-packet or on an aggregate basis.  FBI-CIS proposed a “packet activity” message capability, which was completely rejected on alleged technical merits related to the processing impact.  Though specifically requested, no alternative method of providing the information was identified or proposed.  The omission of such capability from this standard fails to meet law enforcement’s legitimate needs for acquiring lawfully authorized information. FBI-CIS is also concerned about indications that no further technical discussion on the capability would occur unless something changes (i.e., not carried forward as unfinished business).”

003 – Draft text covering issues 1 and 8 from 004R1 (SMS Reporting) was presented. From the information available and discussion it appears as if the requested reporting of associate identity may not be technically feasible at an SGSN due to not knowing the message types or formats. The capability may be feasible at an SMS Service Center, but this network element is outside the scope of 3GPP/T1P1 work and standards. Questions were raised regarding the usage of SMS Originating and Terminating party parameters in 33.108, Table 6.5, and consensus was reached to seek clarification on the usage of these parameters. See T1P1/2002-033.

For interception of SMS-MT packets on an SMS-GMSC there were different views on how SMS messages are routed. Thus there were different views on how to intercept all SMS-MT packets. Consensus could not be reached on the requested capability. However, consensus was reached to seek guidance at the next SA3-LI meeting in Amsterdam.  See T1P1/2002-033.

The following statement was provided by the FBI-CIS for this report:

“FBI-CIS strongly objects to the failure of T1P1 to address the deficiency in TS 33.108 resulting from the designation of the SGSN as the sole point of interception for SMS communication-identifying information and communication content. FBI-CIS believes the failure to consider alternative points of interception such as the SMS-SC, SMS-GMSC would result in the loss of critical lawfully authorized surveillance information.”

009 – Draft text covering issues 3 from 004R1 (Serving System Message) was presented. Discussion occurred on the material and consensus was reached on the concept relative to the Serving System Message in J-STD-025. Due to time constraints the technical aspects were not discussed and are for further review. The contribution is carried forward as unfinished business.

11, 013-016 – Due to time constraints these contributions were not addressed and are carried forward as unfinished business.

5
New Business

a. Discussion on 3GPP SA3-LI activity

Circuit-switch support in 33.108 was discussed. It was reaffirmed that the regional specifications ES 201 671 and J-STD-025 are the appropriate specifications for circuit-switch LI. If ES 201 671 circuit-switch IRI is added to 33.108, 33.108 must clearly indicate that this IRI applies to ETSI and not the U.S..

b. Discussion on TR45 LAES activity

Discussion occurred on overlapping capabilities with T1P1 work. It was reported that there was no overlapping ‘e’ interface work on UMTS/GPRS in TR45LAES at this time.

6
Plans and Meetings

3GPP SA3-LI
January 29-31

Amsterdam

3GPP SA3-Li
April 9-11

London

T1P1

April 30 – May 3

Key West

7
Adjournment

The meeting was adjourned at 06:00 p.m. on January 24, 2002.

*** Requested T1P1 Plenary Actions:

1. Approve a conference call for February 6, 2002 and an interim meeting for March 26-28, 2002. The tentative host for the interim meeting is Nokia at the Nokia facilities in Irving, Texas.

Attendance:

	Name
	Organization

	Al Thomas
	Cingular

	Norm Wright
	CIS

	Stan Causey
	CIS

	Chip Sharp
	Cisco

	Pierre Truong
	Ericsson

	Jon Pifer
	FBI

	Don Codling
	FBI

	Dawn Dohrmann
	Indus Technologies

	Bob Beeson
	Lucent

	Cathy FitzPatrick
	Lucent

	Brye Bonner
	Motorola

	Terri Brooks
	Nokia

	Ron Ryan
	Nortel Networks

	Wing Yeung
	Qualcomm

	Sandra Lopez
	Telcordia

	Selvem Rengasami
	Telcordia

	Bonnie Petti
	Verizon Wireless


T1P1.SAH Agenda

January 23-24, 2002

Kiawah Island, South Carolina

1. Call to Order


2. Attendance

3. Patent Policy

Other than reaffirming their company’s previously stated position, does anyone wish to make any statement regarding IPR on standards being worked in this committee?

4. Agenda Review and Approval
007

January 23-24 Agenda

5. Reports
006

January 2002 Conference Call

6. Liaisons & Correspondence 

7. Unfinished Business


a. TS 33.108 issues
004 R1
Issue List

002, 002 R1
TCP/IP Delivery

003

SMS

008

Packet Activity

009

Roaming

010

PDP Context Modification

011

Timing

012

HI2 and HI3 Delivery

017

IP Assignment for PDP Context Deactivation

013

Security and Integrity

014

Performance and Quality


015

Operations and Maintenance

016

Quantitative Aspects

8. New Business

a. Discussion on 3GPP SA3-LI activity

b. Discussion on TR45 LAES activity


9. Plans and Meetings (*confirmed)

* January 23-24, 2002
Kiawah Island, South Carolina

10. Adjournment

