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ABSTRACT:
This contribution proposes text to address Issues #6 and #7 related with the HI2 and HI3 delivery interfaces in TS 33.108 as documented in the issues list published in T1P1/2002-004.
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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in area of delivery interface requirements. This contribution addresses Issues # 6 and #7 of the issues list documented in T1P1/2002-004 and action items assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002.

This contribution builds on contribution T1P1/2001-112 R0 which was submitted for discussion to T1P1.SAH at it’s August 10, 2001 meeting in Dallas, Texas and on T1P1/2001-112 R1 which reflected actions taken by the authors to revise and resubmit as per recommendation from T1P1.SAH. 
B. Discussion

The authors advise the readers to please see contribution T1P1/2001-112 R1 for additional reference material on this issue.

1. Delivery Interface for Intercept Related Information (HI2)

Background:  The HI2 described in 3GPP TS 33.108 currently indicates that there are two possible methods for delivery of IRI to the LEMF, namely Remote Operation Service Element (ROSE) and File Transfer Protocol (FTP). 

The GSM PLMN GPRS service operates is an Internet Protocol (IP) domain and GPRS networks support interworking with networks based on IP.  Given that there is an expressed desire by U.S. Law enforcement to consolidate the number of interfaces LE will need to comply with, it is anticipated that the protocol stack used for delivering IRI would employ open standards commonly supported in IP networks today and not employ specialized Session and Presentation Layer delivery methods not inherent to IP networks. ROSE appears to have been chosen because it is widely used in Europe.  In addition, FTP is not viewed by U.S. Law enforcement as a timely method of delivery for IRI.  U.S. law enforcement views both the ROSE or FTP HI2 delivery interfaces as incompatible with U.S. LI needs. 

Law enforcement agencies need reliable delivery of intercepted communications to the LEMF regardless of whether reliable delivery methods are employed by the network in offering service to the interception subject. Because reliable delivery is needed, the cost of retransmission has to be borne by either the LI application or by lower layers of the protocol stack.  Delays associated with TCP retransmission will generally be less than those incurred by implementing guaranteed delivery at a higher layer protocol.  

Requirements:  Law enforcement agencies require the transmission of the interception subject’s IRI to a designated LEMF. Access to intercept features is controlled by the Network Operators (NOWs)/ Access Provider (APs)/ Service Providers (SvPs). Law enforcement agencies will work with NWO/AP/SvPs in advance to arrange for delivery of intercepted communications to a monitoring location.  
Law enforcement recognizes that the law does not limit the number or types of interfaces used for the transmission of the intercepted communications to an LEA monitoring location.  The intention is to consolidate the number of interfaces law enforcement will need to comply with.  It is highly desirable to law enforcement that:

· NWO/AP/SvPs reuse or re-apply message formatting and encoding definitions from existing specifications for the surveillance delivery interfaces for comparable packet-based communication services.

· NWO/AP/SvPs minimize the number of physical transmission facilities used to deliver the intercepted communications to each LEA monitoring facility. 

· The facilities, data communications protocols, and data format used for the transmission of the intercepted communications to the LEA monitoring location be standard, cost effective, and generally available.  Examples of such common, generally available, delivery interface technologies include Digital Signal/Level 0 (DS0) facilities, ATM Permanent Virtual Circuits (PVCs), IP Version 4 (IPv4) packets at the network layer, and the Transmission Control Protocol (TCP) at the transport layer. Additional protocols and formats can be jointly agreed upon by law enforcement and NWO/AP/SvPs. 

Law enforcement agencies need reliable delivery to the LEMF regardless of whether reliable delivery methods are employed by the network in offering service to the interception subject. 

Discussion: The T1.P1 SAH representatives participating on the conference call held on 1/8/2002 agreed to propose text for TS 33.108 to add TCP as a delivery option for the HI2 based on the material documented in T1P1/2001-112 R1.  CIS/Telcordia took an action item to develop text for this purpose.

Recommendation#1: This contribution proposes that new text be incorporated into TR 33.108 to add supporting material for the delivery of IRI to the LEMF directly over TCP (at the transport layer) and the Internet Protocol (IP) (at the network layer).  See T1P1/2002-002 R1 for specific changes for the use of TCP/IP to deliver the IRI information over an HI2 interface.

Recommendation#2: This contribution proposes that text be added in Clause 4.4 of TS 33.108 to meet U.S. Law enforcement needs for the transmission of the IRI to a designated LEMF. (See text in Recommendation#2 in Section 2 below.)

Recommendation#3: This contribution proposes that text be added in Clause 4.5.1 of TS 33.108 to meet U.S. Law enforcement needs for reliable delivery of the IRI to a designated LEMF. 

Proposed Text:

The following HI2 requirements apply to GSM and UMTS systems deployed in the U.S.:

· U.S. Law enforcement prefers that IRI be delivered to the LEMF over the HI2 directly over TCP (at the transport layer) and the Internet Protocol (IP) (at the network layer).

2. Delivery Interface for Content of Communication (HI3)

Background:  The HI3 described in the 3GPP TS 33.108 specification currently states that there are two possible methods for delivery of Content of Communication (CC) to the LEMF, namely GPRS LI Correlation Header over TCP/IP or UDP/IP and File Transfer Protocol (FTP). Annex C, Section C.1.4 of the 3GPP TS 33.108 specification recommends, but does not require, the use of IPSec when the GPRS LI Correlation Header is chosen as the delivery method for CC.

U.S. law enforcement views the FTP HI3 delivery interface as incompatible with U.S. LI needs. 

Law enforcement agencies need reliable delivery to the LEMF regardless of whether reliable delivery methods are employed by the network in offering service to the interception subject. Because reliable transmission is required by Law enforcement, the cost of retransmission has to be borne by either the application layer or by a lower layers.  Delays associated with TCP retransmission will generally be less than those incurred by implementing guaranteed delivery at a higher layer protocol.  

Requirements:  Law enforcement agencies require the transmission of the interception subject’s content of communication to a designated LEMF. Access to intercept features is controlled by the NOW/AP/vPs. Law enforcement agencies will work with NWO/AP/SvPs in advance to arrange for delivery of content of communications to a monitoring location.  
Law enforcement recognizes that the law does not limit the number or types of interfaces used for the transmission of the intercepted communications to an LEA monitoring location.  The intention is to consolidate the number of interfaces law enforcement will need to comply with.  It is highly desirable to law enforcement that:

· NWO/AP/SvPs reuse or re-apply message formatting and encoding definitions from existing specifications for the surveillance delivery interfaces for comparable packet-based communication services.

· NWO/AP/SvPs minimize the number of physical transmission facilities used to deliver the intercepted communications to each LEA monitoring facility. 

· The facilities, data communications protocols, and data format used for the transmission of the intercepted communications to the LEA monitoring location be standard, cost effective, and generally available.  Examples of such common, generally available, delivery interface technologies include Digital Signal/Level 0 (DS0) facilities, ATM Permanent Virtual Circuits (PVCs), IP Version 4 (IPv4) packets at the network layer, and the Transmission Control Protocol (TCP) at the transport layer. Additional protocols and formats can be jointly agreed upon by law enforcement and NWO/AP/SvPs. 

Law enforcement agencies need reliable delivery to the LEMF regardless of whether reliable delivery methods are employed by the network in offering service to the interception subject. 

Discussion: The T1.P1 SAH representatives participating on the conference call held on 1/8/2002 agreed to propose text for TS 33.108 to describe in more detail the use of TCP/IP for the delivery of content of communication (CC) over the HI3 based on the material documented in T1P1/2001-112 R1.  CIS/Telcordia took an action item to develop text for this purpose. 

Recommendation#1: This contribution proposes that new text be incorporated into TR 33.108 to describe in more detail the use of TCP/IP for the delivery of content of communication (CC) over the HI3. See T1P1/2002-002 for specific changes for the use of TCP/IP to deliver the CC over an HI3 interface.

Recommendation#2: This contribution proposes that text be added in Clause 4.4of TS 33.108 to meet U.S. Law enforcement needs for the transmission of the interception subject’s content of communication to a designated LEMF. 

Proposed Text:
Law enforcement agencies require the transmission of the interception subject’s IRI and content of communication to a designated LEMF. Law enforcement agencies will work with NWO/AP/SvPs in advance to arrange for delivery of intercepted communications to a LEMF location.  The protocols and formats will be jointly agreed upon by law enforcement and the NWO/AP/SvPs. 

It is highly desirable to law enforcement that:

· NWO/AP/SvPs reuse or re-apply message formatting and encoding definitions from existing specifications for the surveillance delivery interfaces for comparable packet-based communication services.

· NWO/AP/SvPs minimize the number of physical transmission facilities used to deliver the intercepted communications to each LEA monitoring facility. 

· the facilities, data communications protocols, and data format used for the transmission of the intercepted communications to the LEMF be standard, cost effective, and generally available.  Examples of such common, generally available, delivery interface technologies include Digital Signal/Level 0 (DS0) facilities, ATM Permanent Virtual Circuits (PVCs), IP Version 4 (IPv4) packets at the network layer, and the Transmission Control Protocol (TCP) at the transport layer. Additional protocols and formats can be jointly agreed upon by law enforcement and NWO/AP/SvPs. 

Law enforcement agencies need reliable delivery of intercepted communications to the LEMF. 

Recommendation#3: This contribution proposes that text be added in Clause 4.4.2 of TS 33.108 to meet U.S. Law enforcement needs for reliable delivery of the CC to a designated LEMF. 

Proposed Text:
The following HI3 requirements apply to GSM and UMTS systems deployed in the U.S.:

· U.S. Law enforcement prefers that content of communication be delivered to the LEMF using the GPRS LI Correlation Header over TCP/IP method for delivery.

C. Recommendation

Approve all recommended changes.
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