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INTRO@SERGEY

A Visiting Professor, Harbour.Space University, Barcelona www.harbour.space
A Program Director, PHDays Conference, Moscow www.phdays.com
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A Cyber -physical troublemaker
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A Deputy CTO, Kaspersky Lab

A CTO, Positive Technologies

A Gartner recognized products and services

C PT Application Firewall, Application Inspector, Maxpatrol

C Security Research, Pentest, Threat Intelligence Managed Services (SOC, Threat Hunting, IR)



INTRO@SERGEY

-
51C S DO NOT TURKISH
OISTURS .n AIRLINES

A.l

MIT"rNr\iail
T NN Y

FAKE NEWS

RUSSIA

v
+ 4
<
=
O
——
0
O
i
O
VY
7
-~
z

AMERICA
Thirty Seconds To Mars

Walk On Water

Dangerous Night

Rescue Me

One Track Mind

Monolith

Love Is Madness



SOFTWARE DEFINED NETWORKS TO RESCUE!

Figure 1. Hype Cycle for Networking and Communications, 2014

Nmore than 40% of WAN edge

Infrastructure refresh initiatives will be
based on virtualized customer
premises equipment (VCPE) platforms
or software-defined WAN (SD-WAN) _CEREES £ aune Bimws
software/appliances versus traditional = e e

routers (up from less than 5% today).0

SD-WAN Is Killing MPLS, So Prepare to
Replace It Now - Gartner

Soute. Garmer, Nowemoer, 2098 Gartner
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LEVERAGING DATA
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AFTER THE SD-WAN:
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Artificial Intelligence &
Machine Learning: SD-
WAN is Evolving

by Yulia Duryea
April 2018

Machine Learning and Al Promise to Take
SD-WAN Into the World of Intent

Last month, my mother-in-law'’s best
friend came to town, so she rounded up
“the gals” for dinner and drinks. A night
without the kids is rare for me (and
significantly more relaxing) so | found
myself in the midst of half a dozen 60 to
70-year-old women. The conversation
eventually got to technology; how different
and difficult it is for their generation to
embrace it (though all had smartphones in
their pockets). They've noticed facial
recognition on Facebook; same for police
cameras. One lady going to France next
month raved about Google translate.
Another nonchalantly mentioned a recent
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TALARI

Networks.

How Al and Machine

Learning Will Influence the
SD-WAN

How will artificial intefligence influence the WAN?

nmn
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The Security of SD-WAN

Michael Wood, Vice President - Marketing, VeloCloud Networks, Login
6/5/2017 ‘

- Email This Print Comment
50% 50%

Perhaps we exaggerate, but IT professionals, especially those involved
" in telecommunications, should always beware of anything that's

W= connected to the Internet, as well as services provided across the
Internet. That includes websites, email, cloud-based applications, and of course, WANS.

n S IWAN Is perfectly safe for implementing
W|dearea networks affordably, efficiently
and securely.o
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SD-WAN [|S SOOO SIMPLE!
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DEPLOY BEFORE YOU HACK
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ONE BY ONE 1 HIGH LEVEL

SDN: principle of physical
separation of the network control
plane from the data plane

Orchestrator (NFVO): component
responsible for the management of
the NS life cycle, VNF lifecycle and
NFV infrastructure resources

Controller: component responsible
for the control and management of
a network domain

VNM Manager (VNFM): component
that is responsible for the
management of the VNF lifecycle

Orchestration plane

Management plane

Control plane

Data plane

Orchestrator

) 4 Y

Analytics Manager Database Analytics Manager Daiabase
A 1.
4 'l' h 4

©

Controller

A

¢O 0O

WNFs Hardware Virtualization

©

Controller

F 3

F

h 4

€O 0O

VNFs Hardware Virtualization




ONE BY ONE 1 DATA PLAN

Network Functions Virtualization(NVF):

principle of separating network functions VNE 1 VNE 2 VNE 3 —
from the hardware

. : Apps Apps Apps
Network Function (NF): functional block T
within a network infrastructure that has e | |esin 1 Doncai
well - defined external interfaces and well - ] P Ul -
defined functional behavior Network Function Virtualization || Menitoring | | Menagement

VNF is a software implementation of an
NF within NVF architecture framework

A DPI/IDPS, WAF, LB, NAT, PROXY/VPN

NFV Infrastructure (NFVI): hardware and
software on which VNFs are deployed




SERVICE CHAINING & SECURITY
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SD-WAN / SILVER PEAK NEWS

SD-WAN is Drivin g a New Approa dalRelSecurityv
S ECU R ITY by Derek Granath | Published Feb 6, 2018 http://blog.silver  -peak.com/sdwan -driving -new -approach -to -security

The many benefits of SD-WAN
for today's networks

SD-WAN ¢é offer internet nnecti vity
advantages, like reduced cost, by alleviating

concerns about internet reliability and

éadopt i ngWANtbécauseS D
https://searchsdn.techtarget.com/answer/What -is-SD-WAN-and -should -I-consider -it Of the net beneﬁt gainS in bandw'dth

availability, and cost

A US Ar Force 1actical network operations lechmcan adusts an AV-211 antenna at Dyyarbake Arr Base Turkey, The latest

Four Reasons Why SD-WAN Makes Sense

By Peter Scott, SD-WAN Contributor

networking techniques, such as software-defined wide area networks, may offer both budgetary and operational benefits for the

Defense Department

2. BetterSecurity The Rise of the SD-WAN

Unlike traditional WAN solutions, which handle security through multiple appliances at

each branch office, SW/AN can include all of these functionsbiox and at lower cost. AR A

By Ty ikt https://www.afcea.org/content/rise -sd-wan

https://www.sdwanresource.com/articles/419405 -four -reasons -why -sd-wan - makes -sense.htm



Do or do not,

there is no try.
Yoda



TO HACK AN NETWORK APPLI ANCEE®
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telnet_send_sb refturn_cisco_kits

W= E W= é
get_from_tty_ struct do_strncpy write_privilege_number_to_telnet_struct

atisco_kits




SD-WAN IS A VIRTUAL APPLIANCE

Virtual Appliances: A New Paradigm for
Software Delivery

Sell in

sd-wan (30 results) showing 1-10

+ @ Xelerate Xelerate SD-WAN Saa$S
#*#f Ak (0) | Version 1 | Sold by NETPAS
S D N d nd N FV. N ew pa l’ad |9m _CO‘m m U n_' Cat| on Xelerate global cloud platform application acceleration solution, bases on the glok

intelligent full-mesh network, all nodes have independent computing capabilities..

CLOUDGENIX

) [@LTIL \\hy Arure - Solutions  Products -  Docume tation
L & 8 8

The Cl

e Search

Linux/!

sd-wan

Videos Documentatior Marketplace Knowledge cente Roadmag Azure Update

CITRIX Nes  —
A N eW P a ra d I g m o Fi("{ff'rt»:-‘d St':-':-H'_cvnrnJ-:r.dl"_-A.?‘f..re‘_'.«".a',j"'aj?p—YY?N; M ,;__.Z_,

aruremarkelplace i

T elpace

Avorbed SteelConnect Gatoway for Azure

http://www.teldat.com/blog/en/sdn -and - nfv - new - paradigm -communication/
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/produ
cts/vam/vmware  -virtual -appliance -solutions -white -paper.pdf
http://answersforaws.com/blog/2013/07/a -new - paradigm/

NetScaler SD-WAN Standard Edition sarksn
nwtpsy/azuremarketplace i oot com/en-us/marketplace DpS/CItnx netscals

NetScaler SD-WAN Standard Edition 9




WHERE TO BEGIN? ROOT IT!

grep file system
Local vulns
Admin backdoors
Remote vulns

Patch fAthe boxo

Zero QTG
Pros/Cons for Bug Hunting

* Pros

—Likely share 95% same code as physical device

—Common mindset of “customers don’t have root”
which leads to shipping a “litter box”

Jeremy Brown, Hacking Virtual Appliances, Zeronights 2015
http://2015.zeronights.org/assets/files/01 - Brown.pdf




GOOGLE THIS!

¥ joshuap-cfy / frontier-versa-sdwan-m

forked from Cloudify-PS/cloudify-versa-plugin

from fabric.api import sudo ¢> Code Pull requests 0 Projects 0 Wiki Insights
from fabric.api import env
from fabric.api import run

187 lines (175 sloc) 5.64 KB

#4add and configure network with DHCP,DNS,Firewall to exsistent organization
#0rganization must have one free interface

tosca _definitions version: cloudify dsl 1 3

env.user = "Administrator”
env.host_string ='10.192.28.176' imports:

- imports.yaml
env.password = "L iPs)"

inputs:
c;¥a;it: "https://172.19.8.218:9183"
client_id:
def teSt() default: "voae_rest”
' ' client_secret:
SUdO( IS -Irt ) default: "asrevnet_123"
sudo("sudo sed -i '/singh/ s/$/anythin/' /tmp/pompina”) e
default: "Administrator”
password:

teSt() default: "[EEEIEE"

http://dailydebugtechlove.blogspot.com/2016/01/python -fabric.html https://github.com/joshuap -cfy/frontier -versa -sdwan -poc-0117/blob/master/examples/addnetwork.yaml



GOOGLE THIS AGAIN!

Version 6.2.11, September 2015

==Subshell Breakout==
An administrative user with access to the enable

menu of the login subshell may enter a

hardcoded string to obtain a bash shell on the
operating system.

Version 8.1.6.x, March 2018 (Patched 8.1.7)

https://www.exploit  -db.com/exploits/38197/



