
Sergey Gordeychik
@scadasl
www.scada.sl



ÅVisiting Professor, Harbour.Space University, Barcelona www.harbour.space

ÅProgram Director, PHDays Conference, Moscow www.phdays.com

ÅSCADA Strangelove Research Team www .scada. sl

ÅCyber -physical troublemaker

Å Exé

ÅDeputy CTO, Kaspersky Lab 

ÅCTO, Positive Technologies 

ÅGartner recognized products and services

ςPT Application Firewall, Application Inspector, Maxpatrol

ςSecurity Research, Pentest, Threat Intelligence Managed Services (SOC, Threat Hunting, IR) 

INTRO@SERGEY



INTRO@SERGEY



SOFTWARE DEFINED NETWORKS TO RESCUE! 

ñmore than 40% of WAN edge 

infrastructure refresh initiatives will be 

based on virtualized customer 

premises equipment (vCPE) platforms 

or software-defined WAN (SD-WAN) 

software/appliances versus traditional 

routers (up from less than 5% today).ò

SD-WAN Is Killing MPLS, So Prepare to 
Replace It Now - Gartner





ñSD-WAN is perfectly safe for implementing 
widearea networks affordably, efficiently 
and securely.ò



SD - WAN Essence 

or 

That Boring Part 
of Slides Again



SD - WAN IS SOOO SIMPLE!

Verizon sdn -nfv detailed architecture



PH@CK TH4T 5H1T! WE R H4X0R2 !



DEPLOY BEFORE YOU HACK



Å SDN: principle of physical 

separation of the network control 

plane from the data plane

Å Orchestrator (NFVO): component 

responsible for the management of 

the NS life cycle, VNF lifecycle and 

NFV infrastructure resources

Å Controller: component responsible 

for the control and management of 

a network domain

Å VNM Manager (VNFM): component 

that is responsible for the 

management of the VNF lifecycle

ONE BY ONE ïHIGH LEVEL



Å Network Functions Virtualization(NVF): 

principle of separating network functions 

from the hardware

Å Network Function (NF): functional block 

within a network infrastructure that has 

well -defined external interfaces and well -

defined functional behavior

Å VNF is a software implementation of an 

NF within NVF architecture framework

ÅDPI/IDPS, WAF, LB, NAT, PROXY/VPN

Å NFV Infrastructure (NFVI): hardware and 

software on which VNFs are deployed 

ONE BY ONE ïDATA PLAN  



SERVICE CHAINING &  SECURITY

ÅDynamic mesh overlay VPN 
ÅSecurity functions chaining
ÅBranch
ÅHQ
ÅSOC
ÅCloud (MSS) 



SECURITY! 

éadopting  the SD-WAN because 

of the net benefit gains in bandwidth, 

availability, securityand cost savingsé

https://www.afcea.org/content/rise -sd-wan

SD-WAN é offer internet connectivity 
advantages, like reduced cost, by alleviating 

concerns about internet reliability and security

https://searchsdn.techtarget.com/answer/What - is-SD-WAN-and -should - I -consider - it

https://www.sdwanresource.com/articles/419405 - four - reasons -why -sd-wan -makes -sense.htm

2. Better Security
Unlike traditional WAN solutions, which handle security through multiple appliances at 
each branch office, SD-WAN can include all of these functions in-box and at lower cost.

http://blog.silver -peak.com/sdwan -driving -new -approach - to -security





TO HACK AN NETWORK APPLIANCEé 



SD - WAN IS A VIRTUAL APPLIANCE

http://www.teldat.com/blog/en/sdn -and -nfv -new -paradigm -communication/
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/produ
cts/vam/vmware -virtual -appliance -solutions -white -paper.pdf 
http://answersforaws.com/blog/2013/07/a -new -paradigm/

+



Ågrep file system 

ÅLocal vulns

ÅAdmin backdoors

ÅRemote vulns

ÅPatch ñthe boxò

WHERE TO BEGIN? ROOT IT!

Jeremy Brown, Hacking Virtual Appliances, Zeronights 2015
http://2015.zeronights.org/assets/files/01 -Brown.pdf



GOOGLE THIS!

http://dailydebugtechlove.blogspot.com/2016/01/python - fabric.html https://github.com/joshuap -cfy/frontier - versa -sdwan -poc -0117/blob/master/examples/addnetwork.yaml



==Subshell Breakout==

An administrative user with access to the enable 
menu of the login subshell may enter a 
hardcoded string to obtain a bash shell on the 
operating system.

GOOGLE THIS AGAIN!

https://www.exploit -db.com/exploits/38197/

Version 8.1.6.x, March 2018 (Patched 8.1.7)

Version 6.2.11, September 2015


