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Electronic Signature Standardization: The National Dimension

AFNOR, Tour Europe, Paris La Défense

Outline programme

Thursday, 11 May

13:00
Registration and welcome coffee

Part 1
Implementing the Directive: EESSI work programme and national

presentations

14:00
Welcome

14:05
Implementation of the EESSI work programme

[This section will serve as a short introduction to the EESSI work items, expected deliverables and time schedules for their final assessment].

14:30
Assessment of the EESSI deliverables by national delegations

[Representatives from national delegations will be invited to assess the standards setting work that has been taking place under the auspices of EESSI for a harmonised implementation of the Electronic Signatures Directive's requirements. They will also be called to describe the system they foresee to put in place for supervision and voluntary accreditation for CSPs. A 20 minutes slot will be awarded to each national delegation for this intervention, followed by 10 minutes for Q&A]. 

18:00
Closure of the first day

Friday, 12 May

Part 2
Paving the way towards a pan-European implementation

09:00
First panel discussion: EESSI standardization: Fulfiling the Directive's essential requirements

[EESSI is currently in the middle of its work programme, preparing draft standards to fulfil the requirements of the Directive. The purpose of this panel session is to discuss in the light of the delegates' comments of the previous day and to give feedback to the EESSI from regulators and with market players on the current EESSI work. This panel will address in particular whether the EESSI work is correctly targeting the Directive's minimum requirements, notably in relation to Annexes 2 and 3].

11:00
Second panel discussion: Voluntary accreditation: Implementation, harmonisation and mutual recognition

[Many EU Member States are currently in the process of, or planning to, set up voluntary accreditation schemes for CSPs. From the EESSI perspective, there is a need for harmonising these schemes, with the objective of achieving mutual recognition. On the other hand, harmonised accreditation rules would ascertain the transparent validation of electronic signatures, in all their components and uses, at a pan-European level].

13:00
Lunch offered by EESSI

Part 3
Measuring progress 

14:30
The Electronic Signature issue: Assessment by key-note speakers

[This last part of the Seminar will be devoted to an assessment on the legislative and technical progress made in the area of electronic signatures since the European expert hearing that took place in Copenhagen in April 1998. More information about this hearing can be found in annex].

16:00
Wrap-up and conclusions

16:30
Seminar closure
Venue

The meeting will take place on 11th and 12th May in the premises of AFNOR (Tour Europe, F-92049 Paris la Défense Cedex, France), the French national standards body (tel. : +33 1 42 91 55 55).  The discussion in plenary and in the panels will be held in the conference room "Salle des Nations". A site map on how to access the Tour Europe is available at: http://www.afnor.fr/contactsf/plan.htm.

Registration

Pre-registration for the seminar is obligatory. You are kindly requested to send the enclosed registration form to Ms Sabine Beauvois by fax to +33 (0)492 38 52 or e-mail to sabine.beauvois@etsi.fr.

To assist the organisers in their planning, we would appreciate being informed if you have to cancel your participation. Your registration will be official upon confirmation from Ms Beauvois.

Please return the registration form before 5th May 2000.

Hotel Accommodation

To assist you with accommodation in Paris la Défense, blocks of rooms are being held at the hotels listed below for participants registered for the EESSI open meeting.

Reservations are on first come, first served basis. After 28 April they are subject to open availability.

Please make your reservations directly with the hotel of your choice. Accommodation, associated costs and hotel terms and conditions are your own responsibility. You will be asked for your credit card number to guarantee your hotel room when making a reservation. Please use the ‘Hotel Booking Form’. ‘AFNOR/EESSI ‘should be quoted when reserving a room. For location and access to the listed hotels, please refer to http://www.hotelweb.fr/HOTELWEB/index2.htm.

Hotel
Rates given are per room/ night
Contact information

IBIS PARIS LA DEFENSE


Single 
585 FRF
(89,18 EURO)

Breakfast
39 FRF


(5,95 EURO)
Pont de Neuilly/La Défence 1

4 Boulevard de Neuilly

F-92081 Paris la Défense Cedex

France

Tel:
+ 33 (0)141 97 40 08

Fax:
+ 33 (0)141 97 40 50



MERCURE DEFENSE 5
Single 
885 FRF
(134,92 EURO)

Breakfast
80 FRF


(12,20 EURO)

Place Charras

18-30 rue Baudin

F-92400 Courbevoie

France

Tel:
+33 (0)149 04 75 00

Fax:
+33 (0)147 68 83 32



LIBERTEL PARIS LA DEFENSE
Single 
885 FRF
(134,92 EURO)

Breakfast
82 FRF


(12,50 EURO)
35 Cours Michelet

La Défense 10

F-92060 Paris la Défense

France

Tel:
+33 (0)1 47 73 90 90

Fax:
+33 (0)1 47 76 44 36



NOVOTEL PARIS LA DEFENSE
Single 
930 FRF
(141,78 EURO)

Breakfast
75 FRF


(11,43 EURO)
Pont de Neuilly/La Défense 1

2 Boulevard de Neuilly

F-92081 Paris la Défense Cedex

Tel:
+33 (0)1 41 45 23 23

Fax:
+33 (0)1 41 45 23 24



If you prefer to have your accommodation in a smaller hotel, please contact the booking centre 

ELYSEES WEST HOTELS and mention for your booking the code ‘AFNOR1’

Tel: +33 (0)1 47 75 92 90; Fax: +33 (0)1 47 75 92 99

Contact

Should you have any queries about the meeting, please contact Ms Georgia Skouma, CEN/ISSS Workshop Manager, at CEN/ISSS Secretariat, Brussels (tel.:+32 2 550 08 89, e-mail: georgia.skouma@cenorm.be).

Annex
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The Copenhagen Hearing April 23 - 24 1998



European expert hearing on digital signatures and encryption

Report on legal issues – Copenhagen Hearing

 

Introduction:

On April 23-24, 1998, a European expert hearing on digital signatures and encryption took place in Copenhagen. The following discussions on the first day related to: global market trends on cryptography (session 1), business use of cryptography (session 2), the European cryptography industry (session 3) and law enforcement and cryptography (session 4). The second day of the hearing dealt with electronic authentication and digital signatures.

As for the deliberations for the first day of the hearing, the discussions on the second day were based on a theme paper in which a number of questions were identified within the following session headlines: 

· Session 5 – common minimum requirements (the market for certification in a regulatory prospective, minimum requirements for certification procedures and minimum requirements for digital signature products). 

· Session 6 – legal recognition (evidence rules, and formal requirements). 

· Session 7 – liability. 

Recapitulating the discussions within these three sessions, three general problem areas were dealt with which face governments, industry and private users who face the challenge of providing (at least) the same security for digital signatures as applicable for paper based signatures: 

1. The nature and extent of minimum standards which should be established for Certification Authorities (CAs) in order for certificates and the signatures to which they relate to be accepted and recognized by public administrations, courts and commercial parties as reliable; 

2. Whether and how states should amend current legislation in order to provide for the legal recognition of electronic counterparts of paper-based forms requirements, balancing certainty of recognition and flexibility; and 

3. How CAs should manage their risks, whether governments should regulate liability of CAs, and, where CAs attempt to limit their liability by contract or by notice, whether states should restrict CAs in such attempts for public policy reasons (i.e. consumer protection). 

 

Minimum Requirements:

Minimum requirements for digital signatures have already been set forth in a number of digital signature laws in order to provide for trust in digital signatures. However, on an international scale, the Copenhagen hearing made it clear that it is still an open question whether such requirements should be put into legislation or left to the market. Whereas market forces might be an effective way to develop such requirements, there is a risk that requirements will be established which do not provide for interoperability. To address this question, the theme paper had raised a number of questions as to the need to regulate the interoperability question, the need to develop minimum requirements for certification procedures and the need to develop rules for digital signature products.

Strong arguments were made that states should promote the development of generally accepted practices before taking the step of amending their laws that would permit acceptance of electronic information in satisfaction of statutory obligations and would allow the use of electronic media as a means of communication between private parties. Such practices might more effectively serve as a wide basis for trust in electronic documents and signatures. At the time of the hearing, some states are specifically considering the establishment of minimum requirements in relation to the use and management of digital signature keys and to the issue of certificates by Certification Authorities. There was no consensus that this approach should be adopted on a global scale.

It was generally felt, however, that minimum requirements set by states must be reasonable and flexible to accommodate the variety of contexts, purposes and transactions in which electronic documents and signatures will be used. Reference in legislation to specific technologies should not have the effect of restricting the use or development of other technologies or preventing the use of other technologies that may be suitable for legal purposes. Also, the risk that every state may create its own, preferred set of requirements as a prerequisite to legal recognition in that state, may aggravate discrepancies among states and create barriers to cross-border recognition. This concern prompted recommendations for the development of common minimum requirements - or one set of standards - that could be acceptable and apply to all member states. 

According to the draft European Union Directive, the main contents of which were reported at the hearing, there is no prohibition against the provision of electronic authentication services. CAs may provide services without being regulated or without meeting the minimum requirements set out in the EU Directive. However, only those electronic signatures based on a qualified certificate issued by a CA which comply with minimum requirements set out in the EU Directive will be granted automatic recognition for the purposes of admissibility as evidence and of private or civil law requirements of a signature. Legal recognition of other electronic signatures or associated with CAs that do not satisfy the minimum requirements will have to be obtained by proving the reliability or trustworthiness of the signature method and related procedures. In answering concerns that the Directive would entrench the use of digital signatures only, it was emphasized that the Directive is technology-neutral and that electronic signature is defined in an objective manner that would encompass other technologies. 

According to the draft Directive, member states will be permitted to use voluntary accreditation schemes to evaluate CAs. CAs will have the choice to be accredited voluntarily or to compete in the market, proving the reliability of its certificate. Although minimum requirements are set out in the Directive for the authentication activities of CAs, for their products and for certificates, no requirements have been proposed to regulate the conduct of users and users’ products.

 

Legal Recognition:

According to some digital signature laws, minimum requirements for CA-services and digital signature products serve as a prerequisite to legal recognition of digital signatures in place of conventional signatures. Different concepts in each state underlying signatures and formal requirements make it difficult to establish common requirements that can permit recognition in other states. States are also faced with the problem of interpreting or revising their current laws to accommodate the use of technologies and to determine the extent to which laws require revision. The decision to establish minimum requirements as a prerequisite to recognition may have a bearing on the nature and extent of revision to a state’s legal framework. Apart from the decision to establish minimum requirements, however, a state must consider how to organize and encourage its government in the revision of its legal framework. 

To address these issues, the nature of legal recognition was first discussed. It was agreed that "legal recognition" of electronic documents and signatures manifested itself in European member states in a number of areas: evidence in civil litigation; in the form of electronic contracts and signed documents between contracting parties; and by public administrations, to the extent that they are computerized to accept electronic form.

Second, the ways of achieving legal recognition were considered. It was pointed out that there are two ways to achieve legal recognition: through interpretation of current statutes, without statutory reform; or through statutory reform, either through the revision of current statutes or by means of new legislation. It was suggested that existing statutes may not require amendment if they could be interpreted flexibly to accommodate or to recognize electronic equivalents to conventional documents. If statutes cannot be flexibly interpreted, only minor adjustments may be effective to provide for electronic equivalent to formal requirements, without affecting the substance of the statute. If new legislation is specifically needed to accommodate the use of information technology, the legislation should be technology-neutral and should not re-invent legal substance. If not, legislators may realize that technology-specific amendments to existing legislation may have to be revised within the near future. 

There seemed to be widespread consensus that the primary purpose of interpretation of statutes or revisions to statutes is to ensure that an electronic signature will not be rejected simply because of its electronic form. In order to accomplish revisions to statutes, governments must look behind the actual form of the signatures, and look instead to the function and use of the signature.

The role of minimum requirements and their relationship to legal recognition was explained. The purpose of the minimum requirements to be established in legislation is to introduce a high standard which may be followed, but which is not required to be followed. In return for following the standard, legal recognition would be granted. It was emphasized that the introduction of a standard by legislation should not eliminate the recognition of electronic documents that had been signed by means other than digital signatures. Rather, adherence to minimum requirements or standards provide the basis for automatic recognition without exhaustive proof. In order to avoid the proliferation of national standards throughout Europe, however, a recommendation was made that only one standard should be established for the European Union. It was also stated that this standard should be limited to the use of digital signature technique for the purpose of producing a "legal signature and if the standard is followed, then the signature would be recognized as "legal" in other member states. No indication was given, however, of how this general standard should be produced. 

Third, a method was described by which governments could organize their departments to review and revise their statutes in order to accommodate the recognition of electronic documents and signatures. A general review of statutes to assess the volume of form requirements was carried out. The specific form requirements must be reviewed in order to evaluate whether digital signatures could be accepted for the particular requirement of the signature. By the opt-out or exception model, departments would start from the premise that digital and conventional signatures would be on an equal footing unless the department specifically opted out. The alternative approach, the opt-in or inclusion model, would permit departments to review each statutory and regulatory provision and specifically opt-in to the equivalence principle. The advantages and disadvantages of the opt-in and opt-out models were described.

 

Liability: 

The discussions on liability raised two questions: Liability for the CA (e.g. for flaws in the issuing of certificates or the identification of key holders), and the liability of users (for not taking proper care of signature devices so that false signatures are issued). The discussions on this issue which in the theme paper is stated as "the single most important problem when creating a framework for digital signatures" proved that these two questions should be discussed separately, since different concerns come into play.

Regarding the liability for CAs, the discussions made it quite clear that there is a relationship between the willingness of CAs to accept liability for damages which might arise from their electronic authentication activities and the willingness of governments, courts and commercial parties to recognize digital signatures and certificates associated with that CA. In order to manage their risk, CAs will have to limit their liability through contractual networks or by means of notice clauses in certificates or practice statements. 

The presentations and discussion centered on two major fields: 

1. The role of government in defining liability rules and in limiting the tendency of CAs to transfer risk to the relying party. 

2. The use by CAs of contracts and insurance to manage risk and to protect its assets from risk of third party damage, subject to limits to protect consumers. Insurance is becoming available to underwrite their risks, and subscribers and relying parties are aware of contractual or notice clauses on limitation of liability and certificate uses. 

As to the role of government, it was generally felt to be premature to legislate specific liability rules relating to electronic authentication activities. Government liability rules as a global solution would not be a useful because they would increase uncertainty. Moreover, it would be difficult to formulate a global framework on liability. 

The use of contracts as a method to establish a scheme for obligations and liabilities of parties was generally felt to be acceptable. However, it was pointed out that the use of contracts might not be accepted as a global solution to establishing a liability regime that would apply to all parties, especially where there is no contract between a CA and a relying party or where there are consumer protection laws. The group considered the possibility of establishing default rules which could apply in the absence of contractual liability scheme, but this option was not fully explored. 

On one hand, it was suggested that government should legislate minimum standards for CAs to define their responsibilities and to allow them to limit their liabilities using a CPS. On the other hand, however, concern was expressed that a statutory regime on digital signatures and CA activities might be interpreted in a manner that would override contractual schemes or notices established by a CA for closed system.

Generally, it was agreed that, in the absence of a contractual framework, a CA must bring notice to a relying third party of limitations on the use of the certificate and of the CA’s liability. In this regard, it is worth noting the statement made in an earlier session, that the Draft European Union Directive requires limitations of certificates and on CA liability to be expressly set out in the certificate, not merely incorporated by reference to other documents.

In considering the nature of the CA’s liability, it was strongly felt that it would be premature to establish the CA’s liability for electronic authentication activities as strict in nature. Strict liability regimes were established for dangerous activities or where insurance and liabilities regimes have not produced fair results. There is no evidence at this time that errors or damages arising from electronic authentication activities will lead to unfair allocation or assessment of liability. There was a definite leaning towards establishing the CA’s liability as contractual in nature, based on its contracts, certification practice statements, and notices in certificates, subject to rules which protect consumers. 

The availability of insurance is a recent trend. Several years ago, CAs claimed that insurance was not available to underwrite risks as it was not possible for insurance companies to assess the level of potential risk. CAs lobbied governments to recognize and uphold limits of liability and limitations of liability in contracts and notices to third parties. The availability of insurance may relieve governments from lobbying for this particular issue. However, governments retain an interest in consumer protection and may continue to monitor the CA industry to ensure that responsible practices are developed and that business is not conducted at the expense of the consumer.

Although governments have previously been lobbied to harmonize liability regimes for international commerce, no statement was made at the Copenhagen hearing that governments should take active steps to harmonize liability regimes internationally or even to legislate limitations of liability in favour of CAs. Instead, it was suggested that governments would not succeed in harmonizing liability schemes. With the increasing availability of insurance, it may be premature for governments to engage in liability harmonization initiatives. 

At this time, there seems to be a trend not to regulate a liability scheme for CAs, but simply to let CAs manage their risks and compete in the marketplace, according to their willingness to accept liability, subject to current rules on contracts and consumer protection. The immediate concern of governments will be to monitor how CAs and insurance companies collaborate to manage the CA’s risk and to assess how CAs act towards consumers. The policy questions posed in the theme paper may then be reviewed in light of developing trends. 

 

Summary:
One of the first reactions of some governments to digital signature technology was to legislate all aspects of digital signatures and related activities. The aims of this legislation were to ensure a level of trust in the use of digital signature and in the conduct of CAs by setting minimum standards of both the digital signature and the CA itself; and to confer a benefit on CAs by recognizing limits to their liability, thereby encouraging CA activity. However, this legislation tended to be restrictive in scope and effect. Also, it is considered that legislation had the effect of discouraging CA activity. Also, the Copenhagen hearing brought to light the understanding that the term "digital signature legislation" is imprecise. Contrary to other kinds of legislation which deal with specific and discrete subject matters, such as traffic, taxation, sales legislation and crime, the scope and content of digital signature legislation may vary from government to government. 

It was strongly suggested that digital signature legislation be introduced – when needed – to balance a number of objectives: 

1. To provide a foundation for the acceptance and recognition of electronic signatures; 

2. To establish minimum standards of conduct to protect users consumers 

3. To justify the automatic recognition of electronic signatures, without eliminating the potential to justify the recognition of other forms of electronic signatures; 

4. To ensure that legislation which establishes minimum requirements does not impose the use of digital signatures; 

5. To ensure that legislation does not unnecessarily or unintentionally hamper the development or use of new technologies or the commercial activities of certification authorities; and 

6. To recognize the use of clauses in contracts, CPS and certificates, where appropriate, to establish obligations and liabilities among CAs, subscribers and relying parties. 

In particular, governments were cautioned to provide for legal recognition by making minor adjustments to the current statutory framework instead of building a new a new statutory framework on digital signatures to replace paper-based rules. Overall, the general message to governments is the following: if governments intend to create a set of common minimum requirements in order to achieve legal recognition on a harmonized basis, the potential to use other technologies and to prove their merit for the purpose of legal recognition must be preserved. 
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